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Abstract

We presentthe �r st type and effect systemfor proving
authenticitypropertiesof securityprotocolsbasedonasym-
metric cryptography. Themostsigni�cant new featuresof
our typesystemare: (1) a separation of public types(for
datapossiblysentto theopponent)from taintedtypes(for
data possiblyreceivedfrom the opponent)via a subtype
relation; (2) trust effects, to guaranteethat tainted data
doesnot, in fact,originatefromtheopponent;and(3) chal-
lenge/responsetypesto supporta varietyof idiomsusedto
guaranteemessagefreshness.Weillustratetheapplicability
of our systemvia protocolexamples.

1 Moti vation

In recentwork [GJ01c, GJ01a],weproposeatype-based
methodologyfor checkingauthenticitypropertiesof secu-
rity protocols. First, specify propertiesby annotatingan
executabledescriptionof a protocol with correspondence
assertions[WL93]. Second,annotatethe protocol with
suitabletypes. Third, verify the assertionsby running a
type-checker. A type-correctprotocol is secureagainsta
maliciousopponentconformingto the Dolev andYao as-
sumptions[DY83]; theopponentmayeavesdrop,generate,
andreplaymessages,but canonly encryptor decryptmes-
sagesif it knows theappropriatekey. This methodologyis
promisingbecauseit requiresnostate-spaceexploration,re-
quireslittle interactiveeffort perprotocol,andreducesver-
i�cation to thefamiliaredit/type-check/debugcycle.

Still, our previous work appliesonly to symmetric-key
cryptographyandonly to onestyle of noncehandshake, a
signi�cant limitation. The goal of this paperis to enrich
our typeandeffect systemsoasto apply themethodology
to a wider classof protocolsbasedon bothsymmetricand
asymmetriccryptography. To do so, we needto solve the
following threeproblems.

(1) Let us saydatais tainted if it may have beengener-
atedby theopponent,otherwiseuntainted, andpublic
if it may be revealedto the opponent,otherwisese-

cret. Now, in symmetricprotocols,datais eithersecret
anduntainted(becauseit is sentencrypted,andtheop-
ponentis ignorantof thekey) or it is bothpublic and
tainted(becauseit is sentin the clear). In asymmet-
ric protocols,thesituationis subtlerbecauseof public
keys: datamay beboth secretandtainted(if senten-
cryptedwith an honestagent's public key) or public
anduntainted(if sentencryptedwith anhonestagent's
private key). Our previous system[GJ01a] hasone
type,

���

, for public, tainteddata,andeveryothertype
is bothsecretanduntainted.Here,weneedto bemore
�e xible; weuseasubtyperelationto representwhether
a typeis taintedandwhetherit is public.

(2) Typescan representthe degreeof trust we place in
data. In symmetricprotocols,thedegreeof trust,and
hencethetypesof data,is �x ed.On theotherhand,in
asymmetricprotocols,thedegreeof trustmayincrease
overtimeasnew informationarises,for example,from
noncechallenges.We introducetrust effectsto model
how thetypeof datamaychangeover time.

(3) Ourprevioussystemsupportsasingleformatfor prov-
ing freshnessvia noncehandshakes: the challengein
theclear, the responseencrypted.Asymmetricproto-
colsmayuseotherstyles:bothchallengeandresponse
encrypted;or thechallengeencrypted,theresponsein
the clear. To accommodatetheseotherstyles,we in-
troducenew challenge/responsetypes.

1.1 Background

Many methodologiesexist for verifying authenticity
properties against the opponent model of Dolev and
Yao [DY83]. Veri�cation via type-checkingis one of
only a few, recenttechniquesthat requireslittle interac-
tive effort per protocol, while not boundingprotocol or
opponentsize. Other such techniquesinclude automatic
tools for strandspaces[SBP01, THG98] and rank func-
tions [HS00, Sch98]. Other effective approachesinclude
model-checking[Low96, MCJ97], which typically puts
boundson the protocol and opponent,and techniquesre-
lying on theorem-proving [Bol96, Pau98] or epistemiclog-
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ics [BAN89, DMP01], which typically requirelengthyex-
pertinteraction.

Woo andLam's correspondenceassertions[WL93] are
safety properties,specifying what is known as injective
agreement[Low95]. Given a descriptionof the sequence
of messagesexchangedby principalsin a protocol,we an-
notateit with labelledeventsmarkingtheprogressof each
principal throughtheprotocol.We divide theseeventsinto
two kinds,begin-eventsandend-events.Event labelstypi-
cally indicatethenamesof theprincipalsinvolvedandtheir
roles in the protocol. For example,to specifyan authen-
ticity propertyof a simplenoncehandshake we decorateit
with begin-eventsandend-eventsasfollows.

Message1 A � B : N
Event1 B begins “B sendsA messageM”
Message2 B � A :

�

M � N � K
Event2 A ends “B sendsA messageM”

A protocolis safeif in all protocolruns,every assertionof
an end-eventcorrespondsto a distinct, earlierassertionof
a begin-eventwith the samelabel. A protocol is robustly
safeif it is safein thepresenceof any hostileopponentwho
cancapture,modify, andreplaymessages,but cannotforge
assertions.

Our previous work can type-checkthe robust safety
of protocols based on secure channels [GJ01c], and
on insecurechannelsprotectedby symmetriccryptogra-
phy [GJ01a]. Thesetwo papersaretheonly prior work on
authenticityby typing. They build on Abadi's pioneering
work [Aba99] onsecrecy by typingfor symmetric-key cryp-
tographicprotocols. Abadi and Blanchet[AB01, AB02]
extend Abadi's original systemto establishsecrecy prop-
erties for asymmetricprotocols. The presentpaper is a
parallel developmentfor authenticityproperties. Techni-
cally, it is not simply a routine combinationof previous
papers[GJ01a, AB01]. For example, to facilitate type-
checkingour formalism,eachboundvariableis annotated
with a singletype.A featureof AbadiandBlanchet's treat-
mentof tainteddatais that a boundvariablemay assume
anarbitrarynumberof types,dependingon its context, and
thereforethey suppresstypeannotations.Anotherwork on
typesfor asymmetriccryptography, thoughnot for authen-
ticity, is Cervesato's typedmultisetrewriting [Cer01].

Like earlierwork on typesfor cryptographicprotocols,
wetakeabinaryview of theworld asconsistingof asystem
of honestprotocolparticipantsplus a dishonestopponent.
We leavea �ner -grainedanalysisasfuturework.

1.2 Our Thr eeMain Contrib utions

Separationof trust and secrecy. In a cryptographicpro-
tocolbasedonsymmetriccryptography, datais typically ei-
thersecretanduntainted,or public andtainted.For exam-

ple,considerthemessage:

A � B : A �

�

M � KAB

(We write
�

M � KAB for the outcomeof encryptingM using
a symmetricalgorithmwith key KAB.) Theprincipalname
A is public andtainted(sinceit is sentin plaintext) but the
payloadM andthesharedkey KAB aresecretanduntainted
(sincethey arenever sentin plaintext, andareknown only
to honestprincipals).

On theotherhand,in a cryptographicprotocolbasedon
asymmetriccryptography, secrecy and taintednessare in-
dependent.Datamay be secretandtainted,or public and
untainted.For example,if KB is B's public key andK �

1
A is

A'sprivatekey, considerthemessage:

A � B :
���

M
�

� K �

1
A

�

���

N
�

� KB

(We write
���

M
�

� K �

1
A

for theoutcomeof encryptingM using

anasymmetricalgorithmwith privatekey K �

1
A , and

���

N
�

� KB

for theoutcomeof encryptingN with publickey KB.) Now,
B considers:

	 M is public (sincetheopponentknows KA andsocan
decrypttheciphertext

���

M
�

� K �

1
A

) but untainted(sinceit
is encryptedwith A's private key, and so must have
originatedfrom thehonestagentA).

	 N is secret(sincetheopponentdoesnot know K �

1
B so

cannotdecrypttheciphertext
���

B
�

� KB) but tainted(since
it is encryptedwith B's public key, andsocouldhave
originatedfrom a dishonestintruder).

Previoustypesystems[Aba99, GJ01a] featurea type,here
called

� �

, for all messagesknown to the opponent.Here,
to supportasymmetriccryptography, we admitsometypes
that are public without being tainted,and othersthat are
taintedwithout beingpublic. We relatethesetypesto

� �

via a subtyperelation. As usual,we sayT is a subtypeof
U, writtenT 
 : U, to meanthatdataof typeT maybeused
in situationsexpectingdataof typeU. A typeT is public if
T 
 :

� �

, thatis, it maybesentto theopponent.A typeT is
taintedif

� �


 : T, thatis, it maycomefrom theopponent.
Our recognition of tainted types—as distinct from

public types—hasmany parallels in analysesof non-
cryptographicaspectsof security. The Perl programming
language[WCS96] can track at runtime whetheror not
scalardatais tainted, to catchbugs in codedealingwith
untrustedinputs. An extension of the simply-typed l -
calculus[ØP97] usesannotationson eachtypeconstructor
to track whetheror not datacanbe trusted,eitherbecause
it originatesfrom or hasbeenendorsedby an honestpar-
ticipant.Similarly, anexperimentalextension[STFW01] of
C quali�es typesastaintedor untaintedto allow thestatic
detectionof issueswith formatstrings.TheSecureLambda
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Calculus[HR98] usessubtypingto tracksecuritylevels.To
the bestof our knowledge,the presentpaperis the �rst to
usetypesto trackbothpublic andtainteddatain thepres-
enceof cryptography.

Dynamic trust. In asymmetricprotocols,the degreeof
trust we placein tainteddatamay increaseas we receive
new information. For example, consider the following
variantof the Needham–Schroeder–Lowe [NS78, Low96]
public-key protocol,extendedto includeakey exchangeini-
tiatedby A:

Message1 A � B :
���

A � KAB � NA
�

� KB

Message2 B � A :
���

B � KAB � NA � NB
�

� KA

Message3 A � B :
���

NB
�

� KB

After receivingMessage1, B regardsthesessionkey KAB as
tainted;it maycomefrom A, but it mayalsocomefrom the
opponent,sincethekey KB is public. In Message2, B sends
A a nonceNB, encryptedtogetherwith the taintedkey KAB
underKA, and hencehiddenfrom the opponent. Now, A
only replieswith Message3 if thesessionkey it receivesin
Message2 matchesthekey it issuedin Message1. There-
fore,onsuccessfulreceiptof thesecretNB in Message3, B
truststhatKAB did not in factcomefrom theopponent.So
it is safefor B to sendasecretmessageto A encryptedwith
thekey KAB:

Message4 B � A :
�

M � KAB

In this protocol,B's trustin thesessionkey KAB is dynamic
in thatit changesovertime: initially KAB is tainted,but after
Message3 it is known to beuntainted.

Wemodeldynamictrustby introducingtrusteffects, that
allow thetypeof a nonceto makeassertionsaboutthetype
of otherdata. In the typedform of our example,the type
of NB assertsthat KAB hasthe type of keys known only to
honestparticipants.

Symmetrickey cryptographicprotocolstypically do not
requiredynamictrust: datais eithertrustedor untrustedfor
thewhole run of theprotocol,andits trust statusdoesnot
changeduring a particularrun. Over time, symmetrickey
cryptographicprotocolsmay downgradetheir trust in data
due to key-compromiseor other long-termattackson the
cryptosystem.Still, suchattacksareoutsideourmodel,and
areleft for futurework.

Nonce handshake styles. Protocols use nonce hand-
shakesto establishmessagefreshness,andhenceto thwart
replayattacks.Thetypeandeffectsystemof thispapersup-
portsthreehandshakeidioms:

	 Public Out Secret Home(POSH): thenoncegoesout
in theclearandreturnsencrypted.

	 Secret Out Public Home(SOPH): thenoncegoesout
encryptedandreturnsin theclear.

	 Secret Out Secret Home(SOSH): the noncegoesout
encryptedandreturnsencrypted.

SOSHnoncesareuseful in asymmetricprotocols,suchas
the protocoldescribedabove, whereif eitherNA or NB is
learnedby theopponent,theprotocolcanbecompromised.
Thenovel featureof SOSHnoncesin ourtypesystemis that
they canberelieduponfor authenticityevenwhenthey are
tainted(for example,whenthey areencryptedwith apublic
key) becausewehave two cases:

	 If thenoncewasgeneratedby theopponent,thenonly
theopponentcanperformtheequalitycheckat theend
of thenoncehandshake,sonohonestagentever relies
on theauthenticityinformationcarriedby thenonce.

	 If the noncewasgeneratedby an honestagent,then
theopponentnever learnsof it (sincethenonceis se-
cret) andso it is safefor honestagentsto rely on the
authenticityinformationcarriedby it.

In contrast,POSHandSOPHnoncescannotbereliedupon
whentainted.TheNeedham–Schroeder–Loweprotocolre-
lies on NA andNB beingSOSHnonces,sincethey areen-
cryptedwith publickeysandhencetainted.

Guttman and Thayer [GT00] proposeauthentication
testsfor analysingnonceusage.Their incomingtestsapply
to POSHandSOSHnonces,andtheir outgoingtestsapply
to SOPHandSOSHnonces.GordonandJeffrey [GJ01a]
dealonly with POSHnonces.

1.3 Remainderof this Paper

Section2 reviews our methodologyfor specifyingau-
thenticity propertiesof protocols. Section3 describesour
new typeandeffect system,anddescribesits applicationto
someexamples.Section4 concludes.

2 Authenticity Propertiesin Spi (Review)

We formaliseour typeandeffect systemin a versionof
thespi-calculus[AG99], aconcurrentlanguagebasedonthe
p-calculus[Mil99] augmentedwith the Dolev–Yao model
of cryptography. Section2.1 reviews thesyntaxandinfor-
mal semanticsof a spi-calculusextendedwith correspon-
denceassertions[WL93]. Section2.2showshow to specify
anexampleprotocol. Later, we show it is robustly safeby
typing.

2.1 A Calculuswith Corr espondenceAssertions

First,hereis thesyntaxof messages.

Names,Messages

m� n � x � y� z name:variable,channel,nonce,key, key-pair
L � M � N :: � message

3



x name
�

M � N � pair formation
� ���

�

M � left injection
� ���

�

M � right injection
�

M � N symmetricencryption
���

M
�

� N asymmetricencryption
k

�

M � key-paircomponent
(wherek either �

�����
	��
�

or ���

����	��
�

)

Thesemessagesare:

	 A messagex is a name,representinga channel,nonce,
symmetrickey, or asymmetrickey-pair.

	 A message
�

M � N � is apair. Fromthisprimitivewecan
describeany �nite record.

	 Messages
� ���

�

M � and
� ���

�

M � aretaggedunions,dif-
ferentiatedby thedistinct tags

� ���

and
� ���

. With these
primitiveswecanencodeany �nite taggedunion.

	 A message
�

M � N is the ciphertext obtainedby en-
cryptingtheplaintext M with thesymmetrickey N.

	 A message
���

M
�

� N is the ciphertext obtainedby en-
crypting theplaintext M with theasymmetricencryp-
tion key N.

	 A message���

����	��
�

�

M � extractsthe decryptionkey
componentfrom thekey pair M, and �

�����
	����

�

M � ex-
tractstheencryptionkey componentfrom thekey pair
M.

An asymmetric key-pair p has two dual applications:
public-key encryptionand digital signature. In the �rst,

�

������	����

�

p� is public and ���

���
	��
�

�

p� is secret. In the
second, �

�����
	����

�

p� is secretand ���

���
	����

�

p� is public.
For eachkey-pair, our type systemtrackswhetherthe en-
cryptionor decryptionkey is public,but it makesnodiffer-
enceto our syntaxor operationalsemantics.(Hence,a sin-
gle key-pair cannotbeusedbothfor public-key encryption
anddigital signature;this is oftenregardedasanimprudent
practice,but nonethelessis beyondour formalism.)

Next, wegivethesyntaxof processes.Eachboundname
hasa type annotation,written T or U. We postponethe
syntaxof typesto Section3.

Processes:

O � P� Q � R:: � process
���

�

M N output
�

���

M
�

x:T � ;P input
�

�

�

���

�
�

���

M
�

x:T � ;P replicatedinput
�

���
�

�

M
�

�

�

x:T � y:U � ;P pairsplitting
�

�

�����

M
�

�

�

N � y:T � ;P pairmatching
�

�

�

� M
�

�

�
���

�

x:T � P
�

�

�
���

�

y:U � Q unioncase
�

�

���
	��
�

M
�

�

�

x:T � N;P symmetricdecrypt
�

�

���
	��
�

M
�

�

���

x:T
�

� N
�

1;P asymmetricdecrypt

���

�

���

M
�

� N;P nonce-checking
 

�"!

� �

L;P begin-assertion
�

���

L;P end-assertion
�

�"#

�

x:T � ;P namegeneration
P

�

Q composition
�

�

�

�

inactivity

The type annotationson boundnamesare usedfor type-
checkingbut play no role at runtime;they do not affect the
operationalbehaviour of processes.In examples,for the
sakeof brevity, we sometimesomit typeannotations.

The free andboundnamesof a processare de�ned as
usual. We write P

�

x$ N � for the outcomeof a capture-
avoiding substitutionof the messageN for eachfree oc-
currenceof the name x in the processP. We identify
processesup to the consistentrenamingof boundnames,
for examplewheny %

& fn
�

P� , we equate
�

�'#

�

x:T � ;P with
�

�"#

�

y:T � ;
�

P
�

x$ y ��� .
Next, we give informal semanticsfor processbehaviour

and process safety; formal de�nitions appear in Ap-
pendixB. Theseprocessesare:

	 Processes���
�

M N and
�

���

M
�

x:T � ;P areoutputand
input, respectively, alonganasynchronous,unordered
channelM. If an output ���

�

x N runsin parallelwith
an input

�
���

x
�

y� ;P, the two caninteractto leave the
residualprocessP

�

y$ N � .
	 Process

�

�

�

�
�

�
�

���

M
�

x:T � ;P is replicated input,
which behaveslike input, exceptthateachtime anin-
putof N is performed,theresidualprocessP

�

y$ N � is
spawnedoff to run concurrentlywith theoriginal pro-
cess

�

�

�

���

�
�

���

M
�

x:T � ;P.
	 A process�

���
�

�

M
�

�

�

x:T � y:U � ;P splitsthepairM into
its two components.If M is

�

N � L � , theprocessbehaves
asP

�

x$ N �

�

y$ L � . Otherwise,it deadlocks,that is,
doesnothing.

	 A process�

�

�����

M
�

�

�

N � y:U � ;P splitsthepairM into
its two components,and checksthat the �rst one is
N. If M is

�

N � L � , the processbehavesas P
�

y$ L � .
Otherwise,it deadlocks.

	 A process
�

�

�

� M
�

�

�
���

�

x:T � P
�

�

�
���

�

y:U � Q checks
thetaggedunionM. If M is

�
���

�

L � , theprocessbehaves
asP

�

x$ L � . If M is
�

���

�

N � it behavesasQ
�

y$ N � .
Otherwise,it deadlocks.

	 A process
�

�

����	����

M
�

�

�

x:T � N;P decryptsM using
symmetrickey N. If M is

�

L � N, theprocessbehavesas
P

�

x$ L � . Otherwise,it deadlocks.Weassumethereis
enoughredundancy in therepresentationof ciphertexts
to detectdecryptionfailures.

	 A process
�

�

����	��
�

M
�

�

���

x:T
�

� N
�

1;P decryptsM us-
ing asymmetrickey N. If M is

���

L
�

��(�)+*-, .0/+132 K 4

andN
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is ���

���
	��
�

�

K � , thentheprocessbehavesasP
�

x$ L � .
Otherwise,it deadlocks.

	 A process
���

�

���

M
�

� N;P checksthemessagesM and
N arethesamenamebeforeexecutingP. If theequal-
ity testfails, theprocessdeadlocks.

	 A process
 

��!

� �

L;P autonomouslyassertsan begin-
eventlabelledL, andthenbehavesasP.

	 An process �

���

L;P autonomouslyassertsan end-
eventlabelledL, andthenbehavesasP.

	 A process
�

�'#

�

x:T � ;P generatesanew namex, whose
scopeis P, andthenrunsP. This abstractlyrepresents
nonceor key generation.

	 A processP
�

Q runsprocessesP andQ in parallel.
	 Theprocess�

�

�

�

is deadlocked.

Safety:

A processP is safeif andonly if
for every runof theprocessandfor everyL,
thereis a distinctbegin-eventlabelledL
precedingeveryend-eventlabelledL.

We aremainly concernednot just with safety, but with ro-
bustsafety, thatis, safetyin thepresenceof anarbitraryhos-
tile opponent.In theuntypedspi-calculus[AG99], theop-
ponentis modelledby anarbitraryprocess.In ourtypedspi-
calculus,we do not considercompletelyarbitraryattacker
processes,but restrictourselvesto opponentprocessesthat
satisfytwo mild conditions:

	 Opponentscannotassertevents:otherwise,noprocess
wouldberobustlysafe,becauseof theopponent�

���

x;.
	 Opponentsdo not have accessto trusteddata,so any

typeoccurringin theprocessmustbe
� �

.

Opponentsand Robust Safety:

A processP is assertion-freeif andonly if
it containsnobegin- or end-assertions.

A processP is untypedif andonly if
theonly typeoccurringin P is

���

.
An opponentO is anassertion-freeuntypedprocessO.
A processP is robustlysafeif andonly if

P
�

O is safefor everyopponentO.

2.2 Specifyingan Example

We show how to programa simple cryptographicpro-
tocol in our formalism. This protocol is a version of
Needham-Schroeder-Lowe [NS78, Low96] modi�ed to il-
lustratethevariousfeaturesof our type system.(The pro-
tocol is differentfrom the versiondiscussedin Section1.)

Theprotocolsharesasessionkey KAB betweenparticipants
A andB, andusesthiskey to sendamessageM from A to B.
Theprotocolshouldguaranteetheauthenticityproperties:

(1) A believesshesharesthekey KAB with B.

(2) B believeshesharesthekey KAB with A.

(3) B believesmessageM wassentby A.

We specifytheprotocolinformally asfollows:

Event1 A begins “A generatesKAB for B”
Message1 A � B :

���

A � KAB � NA
�

� KB

Event2 B begins “B receivedKAB from A”
Message2 B � A :

���

B � KAB � NA � NB1
�

� KA � NB2
Event3 A ends “B receivedKAB from A”
Event4 A begins “A sendsM to B”
Message3 A � B : NB1 �

�

M � NB2 � KAB

Event5 B ends “A generatesKAB for B”
Event6 B ends “A sendsM to B”

Figure1 is a spi-calculusversionof theprotocol. Thetop-
level process,System

�

net� generatestwo fresh key pairs
pairA and pairB, and placesa single senderand a single
receiver in parallel. We publishthepublic encryptionkeys
of A andB, to allow theattackeraccessto them.Theparam-
eternetis acommunicationschannel,onwhichtheattacker
may sendor receive, representingthe untrustednetwork.
For simplicity, Figure1 includesjust onesenderand one
receiver; it is easyto extend the programto run multiple
sendersandreceiversin parallel.

Given theassertionsembeddedin theprogram,our for-
malspeci�cationis simply thefollowing:

Authenticity: TheprocessSystem
�

net� is robustlysafe.

3 Authenticity by Typing for Asymmetric
Cryptographic Protocols

Section3.1 introducesthe type andeffect system.Sec-
tion 3.2 describeshow we type messages.Section3.3 ex-
plainsthesubtypingrelation. Section3.4 explainshow we
ascribeeffectsto processes.In Section3.5we explain how
to typetheassertionsin theexampleof theprevioussection.

3.1 Envir onmentsand judgments

The type andeffect systemis givenasa seriesof judg-
mentsE � J , for examplethe judgmentE � T canberead
as`in environmentE we have thatT is a type'.

JudgmentsE � J :

E ��� goodenvironment
E � es goodeffectes
E � T goodtypeT
E � T 
 : U subtyping
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Sender� net� privateA � publicB �

D
�

�����

� keyAB
�

;
�����

� challengeA
�

;
	

��

��� ªA generateskeyAB for Bº;
����� net ��� A � keyAB � challengeA �

�

publicB
;

���
� net � ctext2 � challengeB2 �

;
�

�������
� � ctext2
� �

��� B � keyAB � responseA � challengeB1 �

�

private 

1
A

;
��!��"��# challengeA

� � responseA;
���

�

ªB receivedkey AB from Aº;
�����

� msg
�

;
	

��

��� ªA sendsmsgto Bº;
����� net � challengeB1 �$� msg� challengeB2

�

keyAB �

;

System� net
�

D
�

�����

� pairA �

; ���%�

� pairB �

; �

Sender� net�'&

�"�����
� �

� pairA
�

�)(

�����*�
� �

� pairB
�)�

�

Receiver� net�'(

�������
� �

� pairA �

�)&

�������
� �

� pairB �+�

�

�,��� net �+(

�����*�
� �

� pairA
�

�'(

�������
� �

� pairB
�)�

�

Receiver� net� publicA � privateB �

D
�

�-���.�"/ �

���
� net � ctext1
�

;
�

�"�����
� � ctext1
� �

��� A � keyAB � challengeA �

�

private 

1
B

;
���%�

� challengeB1 �

;
���%�

� challengeB2 �

;
	

��

��� ªB receivedkeyAB from Aº;
�,��� net

�0��� B � keyAB � challengeA � challengeB1 �

�

publicA
�

challengeB2
�

;
���
� net � responseB1 � ctext3

�

;
��!��"��# challengeB1

� � responseB1;
���

�

ªA generateskeyAB for Bº;
�

�"�����
� � ctext3
� �

� msg� responseB2
�

keyAB
;

��!��"��# challengeB2
� � responseB2;

���

�

ªA sendsmsgto Bº;

Figure1. An exampleprotocolwith correspondenceassertions

E � M : T goodmessageM of typeT
E � P : es goodprocessP with effectes

Judgmentsaregiven in an environmentthat assignstypes
to thenamesin scope.An environment,E, takesthe form
x1:T1 �%1�1%1 � xn:Tn, andwe write dom

�

E � for
�

x1 ��1%1�1 � xn � .

Envir onments:

D � E :: � environment
x1:T1 ��1�1%1 � xn:Tn unorderedsetof entries

A well-formedenvironmentE is onewhereE ��� .

Rulesfor Envir onments:

(whereE � x1:T1 �%1�1%1 � xn:Tn)
E � Ti 2

i & 1 131 n x1, . . . , xn distinct

E � �

3.2 Typesfor Messages

We givethesyntaxof typesandexplainwhenamessage
M hastypeT, written informally M : T.

Apart from challenge/responsetypes, deferredto the
next section,hereis thesyntaxof our types.

Types:

S� T � U :: � type
�

x:T � U � dependentpair type(x boundin U)
T 4 U sumtype

���

dataknown to theopponent
5

�

�

top
6

�

�

�

�

�87

�

	

�

T � shared-key type
7

�

	:9

�

�
�

�

T � asymmetrickey-pair
k

7

�

	

�

T � encryptionor decryptionpart
(wherek either �

�����
	��
�

or ���

����	����

)

Many of thesetypesarestandardor appearin earlierwork
on spi [GJ01a]. Messagesof type

�

x:T � U � aredependent
records

�

M � N � , whereM : T, andN : U
�

x$ T � . Messages
of typeT 4 U aretaggedunions,either

�
���

�

M � with M : T
or

�
���

�

N � with N : U. Messagesof type
���

arearbitrary,
untrusteddataknown to theopponent.Any typeablemes-
sageis alsoof type

5

�

�

. Messagesof type
6

�

�

�

�

�87

�

	

�

T �

arenamesrepresentingsymmetrickeys for encypting data
of typeT to yield a ciphertext of type

� �

.
We needsomenew typesfor asymmetriccryptography.

A messageof type
7

�

	:9

�

�
�

�

T � is a namerepresentingan
asymmetrickey-pair for encryptingdataof type T. Mes-
sagesof types �

�����
	��
�;7

�

	

�

T � or ���

����	��
�;7

�

	

�

T � take the
form �

�����
	��
�

p or ���

���
	��
�

p, wherep :
7

�

	:9

�

�
�

�

T � .
In anenvironmentE, awell-formedtypeT is onewhere

E � T.

Rulesfor MessageTypes:

(wherex %

& dom
�

E � )
E � T E � x:T � U

E �

�

x:T � U �

E � T E � U

E � T 4 U

E �

���

E �

5

�

�

6



E � T

E �

6

�

�

�

�

�87

�

	

�

T �

E � T

E �

7

�

	:9

�

� �

�

T �

E � T

E � k
7

�

	

�

T �

The formal messagetyping judgment takes the form
E � M : T, read`in environmentE, messageM hastype
T'.

Our typing rulesrely on a subtypingrelationon types,
writtenE � T 
 :U. Intuitively, thismeansthatany message
of typeT alsois of typeU. We explain subtypingin detail
in thenext section.

TypeRulesfor Messages:

E ��� x:T � E � � � x : T

E � M : T E � T 
 : T �

E � M : T �

E � M : T E � N : U
�

x$ M � E � x:T � U

E �

�

M � N � :
�

x:T � U �

E � M : T E � U

E �

�
���

�

M � : T 4 U

E � T E � N : U

E �

�
���

�

N � : T 4 U

E � M : T E � N :
6

�

�

�

�

�87

�

	

�

T �

E �

�

M � N :
���

E � M :
7

�

	:9

�

�
�

�

T �

E � k
�

M � : k
7

�

	

�

T �

E � M : T
E � N : �

������	��
� 7

�

	

�

T �

E �

���

M
�

� N :
���

Thetype-rulesareall syntax-directed,andsoit is routineto
implementa top-down typechecker for this typesystem.

3.3 The Subtyping Relation

ThesubtypingrelationE � T 
 : T � meansthatmessages
of typeT canbeusedin placeof amessageof typeT � . The
environmentE tracksthenamesin scope,andsometimesis
omittedin informaldiscussion.

Theinteractionof subtypinganddependenttypescanbe
quitesubtle;our treatmentis basedon thatof Aspinall and
Compagnoni[AC01], althoughoursettingis muchsimpler,
dueto theabsenceof higher-ordertypes.

A type'srelationshipto thetype
���

of dataknown to the
opponentdetermineswhetherit canbe sentto or received
from the opponent.Let a type T be public if andonly if
T 
 :

���

. Let a typeT betaintedif andonly if
� �


 : T.
The following tablesof rulesde�ne thesubtypingrela-

tion. Subtypingis re�exive and transitive, and hasa top
element

5

�

�

:

Basicrules for subtyping:

E � T �

� E � T 
 : T
E � S 
 : T � E � T 
 : U �

� E � S 
 : U
E � T �

� E � T 
 :
5

�

�

Pair types
�

x : T � U � , sum types T 4 U and decryption
key types ���

���
	��
� 7

�

	

�

T � are covariant; encryptionkey
types �

�����
	���� 7

�

	

�

T � are contravariant; symmetrickeys
6

�

�

�

�

�87

�

	

�

T � andkey pairs
7

�

	 9

�

� �

�

T � areinvariant.

CongruenceRulesfor Subtyping:

(wherex %

& dom
�

E � )
E � T 
 : T � E � x:T � U 
 : U � E � x:T � � U �

E �

�

x:T � U � 
 :
�

x:T ��� U ���

E � T 
 : T � E � U 
 : U �

E � T 4 U 
 : T � 4 U �

E � T 
 : T � E � T � 
 : T

E �

6

�

�

�

�

�87

�

	

�

T � 
 :
6

�

�

�

�

�87

�

	

�

T �
�

E � T 
 : T � E � T � 
 : T

E �

7

�

	 9

�

�
�

�

T � 
 :
7

�

	:9

�

�
�

�

T ���

E � T � 
 : T

E � �

�����
	��
� 7

�

	

�

T � 
 : �

������	��
�;7

�

	

�

T �
�

E � T 
 : T �

E � ���

����	��
�;7

�

	

�

T � 
 : ���

���
	����;7

�

	

�

T ���

A pair type
�

x:
���

�

���

� containsonly publicdata,sois itself
public. Similarly, thesumtype

���

4

���

, thesymmetrickey
type

6

�

�

�

�

�87

�

	

�

���

� , theasymmetrickey typek
7

�

	

�

� �

� ,
andthekey pair type

7

�

	:9

�

�
�

�

���

� areall public types:

Subtyping Rulesfor Public Types:

E �

�

x:
���

�

� �

� 
 :
���

E �

���

4

� �


 :
���

E �

6

�

�

�

�

�87

�

	

�

���

� 
 :
� �

E �

7

�

	:9

�

�
�

�

���

� 
 :
���

E � k
7

�

	

�

���

� 
 :
���

A pair type
�

x:
���

�

���

� containsonly tainteddata,sois itself
tainted.Similarly, thesumtype

���

4

���

, thesymmetrickey
type

6

�

�

�

�

�87

�

	

�

���

� , theasymmetrickey typek
7

�

	

�

� �

� ,
andthekey pair type

7

�

	:9

�

�
�

�

���

� areall taintedtypes:

Subtyping Rulesfor Tainted Types:

E �

���


 :
�

x:
���

�

� �

�

E �

���


 :
���

4

� �

E �

���


 :
6

�

�

�

�

�87

�

	

�

���

�

E �

���


 :
7

�

	:9

�

�
�

�

���

�

E �

���


 : k
7

�

	

�

� �

�

We endthis sectionby discussingthe two dualapplica-
tionsof key-pairs.We havethefollowing equivalences:

7



Proposition1 SupposethatE � T andE ��� . Then:

(1) T is taintedif andonly if �

�����
	��
� 7

�

	

�

T � is public if
andonly if ���

���
	��
�;7

�

	

�

T � is tainted.

(2) T is public if andonly if �

������	���� 7

�

	

�

T � is taintedif
andonly if ���

���
	��
�;7

�

	

�

T � is public.

The �rst caserepresentspublic-key applications,where
the payloadtype T is tainted, and the encryptionkey is
public,sothatanyone,includingtheopponent,canencrypt
messages.Thesecondcaserepresentsdigital signatureap-
plications,wherethepayloadtypeT is public, andthede-
cryptionkey is public, so thatanyone,including theoppo-
nent,canchecksignatures.

If weattemptto usethesamekeypairof type
7

�

	 9

�

� �

�

T �

for both applications,T is both public and tainted, and
henceequivalent to

���

. This matchesthe commonengi-
neeringpracticethatkeysusedfor bothpublic-key anddig-
ital signatureapplicationsarenot to betrusted.

3.4 Effects for Processes

We write E � P : esto meanthat theprocessP is well-
typedin environmentE, andthat the effect esis an upper
boundon certainaspectsof thebehaviour P. An effect is a
multiset(that is, anunorderedlist) of atomiceffects. These
cantake threeforms:

	

�

���

L, usedto track the unmatchedend-eventsof a
process;

	

���

�

���;9

�

 ��
�

�

N and
���

�

���;9 �
� �

�

�

� N, usedto trackhow
oftena noncehasbeenused;and

	

� �

���

�

M:T, a trusteffectusedto gainthetrustinforma-
tion thatdataM reallyhastypeT.

Overall,thegoalwhentype-checkingaprotocolis to assign
it theemptyeffect,for thenit hasnounmatchedend-events,
and thereforeis safe. This sectionexplains the intuitions
behindtherulesfor assigningeffectsto processes.

Let e standfor an atomiceffect, andlet esstandfor an
effect, that is, a multiset

�

e1 ��1�1%1 � en �

of atomiceffects. We
write es4 es� for themultisetunionof thetwo multisetses
andes� , thatis, theirconcatenation.Wewrite es� es� for the
multisetsubtractionof es� from es, that is, the outcomeof
deletinganoccurrenceof eachatomiceffect in es� from es.
If anatomiceffectdoesnotoccurin aneffect, thendeleting
theatomiceffect leavestheeffectunchanged.

Theinterestingpartof theeffect systemfor processesis
how it handlesnoncehandshakes. Eachnoncehandshake
breaksdown into severalsteps:

(1) ParticipantA createsa freshnonceandsendsit to B
insideamessageM.

(2) ParticipantB returnsthenonceto A insidemessageN.

(3) ParticipantA checksthatshereceivedthesamenonce
asshesent.Fromthis (andsometrust in thecryptog-
raphyusedto encryptsecretmessages)sheknowsthat
B musthavebeeninvolvedin thedialogue.

(4) To avoid vulnerability to replayof messagescontain-
ing thenonce,A subsequentlydiscardsthenonceand
refusesto acceptit again.

Our type systemrequiresus to distinguishnonceswhich
may be publishedto the untrustedagents(

9

�

 �� � �

nonces)
from oneswhich may not (

9 � � �

�

�

� nonces). We let � be
either

9

�

 �� � �

or
9 � � �

�

�

� . Wetype-checktheabovefour steps
asfollows:

(1) A createsthe nonceN ashaving type ���

�

�

� �

�

�

! � es,
whereesis aneffect,andsendsit to B.

(2) B caststhenonceto a new type ��� �

�

�

�

�

�

� fs, where
fs is alsoaneffect, andreturnsit to A. In orderto do
this,B mustensurethattheeffectes4 fs is justi�ed.

(3) After receiving thenewly castnonce,A usesa name-
check

���

�

���

N
�

� N � ; to checkequalityof theoriginal
noncechallengewith thenew nonceresponse.If this
checksucceeds,A canassumethattheeffectes4 fs is
justi�ed.

(4) To guaranteethateachnonceN is only checkedonce,
we introducea new atomiceffect

���

�

���

� N, which is
introducedeachtime a

���

�

���

N
�

� N � ; is used. This
canonly be justi�ed by freshly generatingthe nonce
N, whichensuresthateachnonceis only everchecked
once.

This four-phaseprocessextendsthe treatmentof POSH
noncesin earlier work [GJ01a], and is suf�cient to type
checksymmetrickey protocols.Asymmetrickey protocols,
however, have dynamictrust,wherethe trust in a pieceof
datamayincreaseovertime. In oursystem,trustis givenby
knowing the typeof data,sodynamictrust is modelledby
allowing thetypeof somedatato changeover time. We in-
troducetwo new statements,whichallow A to communicate
to B thata pieceof dataM hastypeT:

(1) A knowsthatM hastypeT, andexecutes#

�
� �

�

��� M:T;
which justi�es a trust effect

� �

�
�

�

M:T. A canthenuse
thenoncemechanismdescribedaboveto communicate
this trusteffect to B.

(2) B executes
� �

���

�

M
�

�

�

x:T � ; which givesM type T by
bindingM to variablex of typeT. This requiresatrust
effect

� �

���

�

M:T.

In this fashion,typeinformationcanbeexchangedbetween
honestagents,using the samemechanismas authenticity
information.

8



Effects:

e� f :: � atomiceffect
�

���

L end-eventlabelledwith messageL
���

�

���

� N name-checkfor a nonceN
� �

���

�

M:T trustthatamessageM hastypeT
es� fs :: � effect

�

e1 ��1�1%1 � en �

multisetof atomiceffects

Effectscontainno namebinders,so the free namesof an
effect are the free namesof the messageand types they
contain.We write es

�

x$ M � for theoutcomeof a capture-
avoidingsubstitutionof themessageM for eachfreeoccur-
renceof thenamex in theeffectes.

We de�ne E � esmeaning̀ in environmentE, theeffect
esis well-formed'.

Rulesfor Effects:

E �

�

�

E � es E � N : � �

�

�

� �

�

�

!�� fs

E � es4

�

���

�

���

� N
�

E � es E � L :
5

�

�

E � es4

�

�

���

L
�

E � es E � M :
5

�

�

E � T

E � es4

�

� �

���

�

M:T
�

We extend the grammarof typesto include noncetypes.
Thesecomein two varieties:

9

�

 ��
�

�

nonces(for SOPHand
POSHnoncehandshakes,andpublicatsomepointsin their
lifetime) and

9 �
� �

�

�

� nonces(for SOSHnoncehandshakes,
andneverpublic).

	 POSH noncesare sent out with tainted public type
9

�

 ��
�

�

�

�

�

� �

�

�

! �

�

�

, andreturnwith untaintedpublic
type

9

�

 ��
�

�

�3�

�

�

�

�

�

� es.
	 SOPHnoncesaresentout with untaintedsecrettype

9

�

 ��
�

�

�

�

�

� �

�

�

!�� es (with es
�

�

�

�

), and return with
taintedpublic type

9

�

 ��
�

�

� �

�

�

�

�

�

�

�

�

.
	 SOSH noncesare sendout with tainted secrettype

9 �
� �

�

�

� �

�

�

� �

�

�

!�� es, and return with taintedsecret
type

9 �
� �

�

�

� �3�

�

�

�

�

�

� fs.

In addition, we introduce challenge-responsetypes
� � � es fs, whichcanactasbothchallengesandresponses.
Theseareonly requiredfor technicalreasonsin theproofof
correctness,andarenot intendedfor usein usercode.

NonceTypes:

T � U :: � type
1�1�1 asin Section3.2

� �

�

�

� �

�

�

! � es noncechallengetype
� �3�

�

�

�

�

�

� es nonceresponsetype
� � � es fs challenge-responsetype

� :: � privacy

9

�

 �� � �

public
9 � � �

�

�

� private

TypeRulesfor NonceTypes

E � es

E � � �

�

�

� �

�

�

!�� es

E � es

E � � � �

�

�

�

�

�

� es

E � es4 fs

E � � � � es fs

Subtyping Rulesfor NonceTypes:

E �

9

�

 �� � �

�

�

�

� �

�

�

! �

�

�


 :
���

E � fs �

� E �

9

�

 �� � �

� �

�

�

�

�

�

� fs 
 :
� �

E �

���


 :
9

�

 �� � �

�

�

�

� �

�

�

! �

�

�

E �

���


 :
9

�

 �� � �

� �

�

�

�

�

�

�

�

�

E � es �

� E �

� �


 :
9 � � �

�

�

� �

�

�

� �

�

�

! � es
E � es �

� E �

� �


 :
9 �

� �

�

�

� �3�

�

�

�

�

�

� es
E � es� 4 fs��� es � es��� fs � fs�

�

� E � � � � es� fs�

 : � � � es fs

E � � � � es fs �

� E � � � � es fs 
 : � �

�

�

� �

�

�

! � es
E � � � � es fs �

� E � � � � es fs 
 : � �3�

�

�

�

�

�

� fs

We extendthegrammarof processesto includenoncema-
nipulation:

ProcessesManipulating Nonces:

O � P� Q � R:: � process
1-131 asin Section2.1

�

�

�

�

M
�

�

�

x:T � ;P nonce-casting
#

�
� �

�

� � M:T;P witnesstestimony
� �

���

�

M
�

�

�

x:T � ;P trusted-casting

In a process
�

�

�

�

M
�

�

�

x:T � ;P or
� �

���

�

M
�

�

�

x:T � ;P, the
namex is bound;its scopeis theprocessP.

	 The process
�

�

�

�

M
�

�

�

x:T � ;P caststhe messageM
to thetypeT, by bindingthevariablex to M, andthen
runningP. (Thisprocesscanonly betypedby ourtype
systemif M hastype � �

�

�

� �

�

�

!�� esandT is of the
form � � �

�

�

�

�

�

� es.)
	 Theprocess#

�
� �

�

� � M:T;P requiresthatM hastypeT.
It justi�es any numberof effectsof theform

� �

���

�

M:T.
	 Theprocess

� �

���

�

M
�

�

�

x:T � ;P caststhemessageM to
the type T, by binding the variablex to M, and then
runningP. (This processrequiresaneffect

� �

���

�

M:T
to bejusti�ed: thisallows typeinformationto becom-
municatedamongsthonestagents.)

We cannow give ruleswhich calculatetheeffect of a pro-
cess.Most of therulesarethesameas[GJ01a], sowe only

9



discusstherulesfor asymmetriccryptography, noncechal-
lenges,anddynamictrusthere.

Therule for asymmetricdecryptionis similar to theone
for symmetricdecryptionin [GJ01a]: if M is a plaintext
of type T andK is a decryptkey of type ���

���
	��
� 7

�

	

�

T �

thenwe candecrypta ciphertext of type
���

to reveal the
plaintext of typeT:

Rule for Asymmetric Cryptography:

(wherex %

& dom
�

E ��� fn
�

es� )
E � M :

� �

E � N : ���

���
	����;7

�

	

�

T � E � x:T � P : es

E �

�

�

����	����

M
�

�

���

x:T
�

� N
�

1;P : es

The rules for nonce types are similar to the rules
from [GJ01a], except that they supportSOPHandPOSH
noncesaswell asPOSHnonces:

Rulesfor Challengesand Responses:

(wherex %

& dom
�

E ��� fn
�

fs� )
E � M : � �

�

�

� �

�

�

! � esC E � esR
E � x: � � �

�

�

�

�

�

� esR � P : fs

E �

�

�

�

�

M
�

�

�

x: � � �

�

�

�

�

�

� esR � ;P : esC 4 esR 4 fs

E � M : � �

�

�

� �

�

�

!�� esC E � N : � � �

�

�

�

�

�

� esR
E � P : fs

E �

���

�

���

M
�

� N;P :
�

fs �

�

esC 4 esR� � 4

�

���

�

���

� M
�

(wherex %

& dom
�

E ��� fn
�

es�

�

���

�

���

� x
�

� )
E � fs E � x: � �

�

�

� �

�

�

! � fs � P : es

E �

�

�"#

�

x: � �

�

�

� �

�

�

! � fs� ;P : es�

�

���

�

���

� x
�

Therulesfor trusteffectsarenew in this paper. A process
#

�
� �

�

��� M:T;P requiresthatmessageM hastypeT, andal-
lows the processP to usethe trust effect

� �

�
�

�

M:T many
times;A process

� �

�
�

�

M
�

�

�

x:T � ;P makesuseof the trust
effect

� �

���

�

M:T to useM with typeT:

Rulesfor WitnessTestimonyand Trusted-Casting:

E � M : T E � P : es4

�

� �

�
�

�

M:T �%1�1�1 �

� �

�
�

�

M:T
�

E � #

�
� �

�

� � M:T;P : es

(wherex %

& dom
�

E ��� fn
�

es� )
E � M :

5

�

�

E � T E � x:T � P : es

E �

� �

���

�

M
�

�

�

x:T � ;P : es4

�

� �

�
�

�

M:T
�

Theremainingrulesarethesameasin [GJ01a], so we re-
peatthemwithout comment.

BasicRulesfor Processes:

E � M :
� �

E � N :
���

E �

� �

�

M N :
�

�

(wherey %

& dom
�

E ��� fn
�

es� )
E � M :

� �

E � y:
���

� P : es

E �

� ���

M
�

y:
���

� ;P : es

(wherey %

& dom
�

E � )
E � M :

���

E � y:
���

� P :
�

�

E �

�

�

�

���

� � ���

M
�

y:
���

� ;P :
�

�

E � P : es E � Q : fs

E � P
�

Q : es4 fs E �

�

�

�

�

:
�

�

(wherex %

& dom
�

E ��� fn
�

es� )
E � x:T � P : es E � T
T is

���

or
7

�

	:9

�

� �

�

U � or
6

�

�

�

�

�87

�

	

�

U �

E �

�

�"#

�

x:T � ;P : es

Rulesfor ProcessesManipulating Productsand Sums:

(wherex � y %

& dom
�

E ��� fn
�

es� andx
�

� y)
E � M :

�

x:T � U � E � x:T � y:U � P : es

E �

�

���
�

�

M
�

�

�

x:T � y:U � ;P : es

(wherey %

& dom
�

E ��� fn
�

es� )
E � M :

�

x:T � U � E � N : T E � y:U
�

x$ N � � P : es

E �

�

�

�����

M
�

�

�

N � y:U
�

x$ N ��� ;P : es

(wherex %

& dom
�

E ��� fn
�

es� andy %

& dom
�

E ��� fn
�

fs� )
E � M : T 4 U E � x:T � P : es E � y:U � Q : fs

E �

�

�

�

� M
�

�

�
���

�

x:T � P
�

�

�
���

�

y:U � Q : es� fs

Rulesfor Cryptography:

(wherex %

& dom
�

E ��� fn
�

es� )
E � M :

� �

E � N :
6

�

�

�

�

�87

�

	

�

T � E � x:T � P : es

E �

�

�

����	����

M
�

�

�

x:T � N;P : es

Rulesfor Beginsand Ends:

E � L : T E � P : es

E �

 

�"!

�
�

L;P : es�

�

�

���

L
�

E � L : T E � P : es

E � �

���

L;P : es4

�

�

���

L
�

Rulesfor WitnessTestimonyand Trusted-Casting:

E � M : T E � P : es4

�

� �

���

�

M:T �%1�1%1 �

� �

���

�

M:T
�

E � #

�
� �

�

��� M:T;P : es

(wherex %

& dom
�

E ��� fn
�

es� )
E � M :

5

�

�

E � T E � x:T � P : es

E �

� �

�
�

�

M
�

�

�

x:T � ;P : es4

�

� �

�
�

�

M:T
�

10



The type-and-effect rules for processesE � P : esrely on
somemultisetalgebra,which we de�ne herefor unordered
sequences

�

x1 ��1%1�1 � xn �

for somegrammarrangedoverby x.

Multiset algebra xs 4 xs� , xs � xs� , xs � xs� , x & xs, xs � xs�

�

x1 �%1�1%1 � xm�

4

�

y1 ��1%1�1 � yn �

D
�

�

x1 �%1�1�1 � xm � y1 �%1�1�1 � yn �

xs � xs� if andonly if xs 4 xs� � � xs� for somexs� �

xs � xs�

D
� thesmallestxs� � suchthatxs � xs� � 4 xs�

x & xsif andonly if
�

x
�

� xs

xs � xs�

D
� thesmallestxs� � suchthatxs � xs� � andxs� � xs� �

Finally, we statethe safetytheoremfor this type system.
Theproofdependson identifying a suitableruntimeinvari-
ant andshowing it is preserved by the operationalseman-
tics.

Theorem1 (Robust Safety) If x1:
���

��1%1�1 � xn:
���

� P :
�

�

thenP is robustlysafe.

3.5 Typing the Example

Wenow show thattheprocessSystem
�

net� hasemptyef-
fect,andsoby Theorem1 (RobustSafety)is robustly safe.
Wegiveotherexamplesin AppendixA, includinganexam-
pleusingsignedcerti�cates.Eachnoncehastwo types:one
typewhenit is usedasanoncechallenge,andonefor when
it is usedasa response.Thetypesfor NA are:

� A
�

a � b � k � �

9 �
� �

�

�

� �

�

�

� �

�

�

! �

�

�

���

�

“a generatesk for b” �

�

� A �

9 �
� �

�

�

� � �

�

�

�

�

�

�

�

�

Thetypesfor NB1 are:

� B1
�

a � b � k� �

9

�

 ��
�

�

�

�

�

� �

�

�

! �

�

�

���

�

“b receivedk from a” � �

� �

���

�

k:
7

AB
�

a � b�

�

� B1 �

9

�

 ��
�

�

� �

�

�

�

�

�

�

�

�

Thetypesfor NB2 are:

� B2 �

9

�

 ��
�

�

�

�

�

� �

�

�

! �

�

�

� B2
�

a � b � m� �

9

�

 ��
�

�

� �

�

�

�

�

�

�

�

�

���

�

“a sendsmto b” �

�

Keys have only one type, giving the type of the plaintext
encryptedwith thekey. Thetypefor KAB is:

7

AB
�

a � b� �

6

�

�

�

�

� 7

�

	

�

m:
9

�

	��

�

�

�

� r: � B2
�

a � b � m���

Thetypefor KA is:
7

A
�

a� �

7

�

	

�

b:
9 �

�
���

�
�

�

�

� k:
5

�

�

� rA: � A � cB1: � B1
�

a � b � k� �

Thetypefor KB is:
7

B
�

b� �

7

�

	

�

a:
9 �

�
���

�
�

�

�

� k:
5

�

�

� cA: � A
�

a � b � k� �

We canthencheckthattheencryptionkeys for eachof the
participantsis public:

	 Thetypes
9 � � ��� � �

�

�

,
5

�

�

, � A and � B1
�

a � b � k� areall
tainted,sotherecordtype

�

b:
9 � � ��� � �

�

�

� k:
5

�

�

� rA: � A � cB1: � B1
�

a � b � k��� is tainted,
sotheencryptionkey type �

������	���� 7

A
�

a� is public.
	 Thetypes

9 � � ��� � �

�

�

,
5

�

�

and � A
�

a � b � k � areall
tainted,sotherecordtype

�

a:
9 � � ��� � �

�

�

� k:
5

�

�

� cA: � A
�

a � b � k ��� is tainted,sothe
encryptionkey type �

�����
	����;7

B
�

b� is public.

In Figure 2, we annotatethe participantsin the protocol
with typesandappropriatecasts,to ensurethat the proto-
col is robustly safe. Whenwe typecheckthe receiver, we
cannotinitially trust the sessionkey, so we have to give it
type

5

�

�

ratherthankey type. It is only oncemessage3
hasarrivedthatwe know that thekey is really from A and
not fabricatedby an intruder, at which point we can cast
it to keyAB :

7

AB
�

A � B� . This is justi�ed by the trust effect
� �

���

�

keyAB :
7

AB
�

A � B� which is communicatedas part of
noncechallengechallengeB1.

4 Conclusionsand Further Work

This paperpresentsa type andeffect systemfor asym-
metriccryptographicprotocols.Themainnew ideasare(1)
to identify theseparatenotionsof public andtaintedtypes,
de�ned formally via subtyping; (2) to formalize the way
noncesincreasethedegreeof trust in datavia trusteffects;
and(3) to supportdifferentstylesof noncehandshake via
challenge/responsetypes. Examplesshow how to model
commonfeaturesof asymmetricprotocolssuchaskey ex-
changeandtheuseof signedcerti�cates.

The Cryptyc project [GJ01b] includesa tool for type-
checkingsymmetrickey protocols.We have usedthis tool
to verify most of the protocols in the Clark–Jacobsur-
vey [CJ97].We intendto includethetypeandeffectsystem
describedhere.

The long-termaims of all the work on typing crypto-
graphicprotocolsareto �nd secrecy andauthenticitytypes
that are as compellingly intuitive as BAN formulas, are
easyto type-check,have a precisesemantics,andsupport
a wide rangeof cryptographictransformsandprotocolid-
ioms. This paperrepresentssolid progresstowardsthese
goals.

Still, several limitations remain to be addressed.Our
typesfor encryptiongive every ciphertext type

� �

, so we
cannotmodelsomeforms of nestedcryptographysuchas
“sign-then-encrypt”or “encrypt-then-sign”. Our attacker
modelassumesthateveryopponentiscompletelyuntrusted:
they only have accessto data of type

���

; this doesnot
modelattackswhereopponentsarepartially trusted(for ex-
ample,M may have a public key KM which is trustedto
giveauthenticityinformationaboutM but notaboutA or B).
Also, theattacker modeldoesnot supportkey-compromise
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Sender� net: �

�

� privateA : &

�"���*�
� ���

A � A
�

� publicB : (

�������
� ���

B � B
�)�

D
�

���%�

� keyAB : �

AB � A � B
�)�

;
���

Effect: ���

���%�

� challengeA : 	 A � A � B � keyAB �)�

;
���

Effect: �

��!�����#�
8��� ��/ � � challengeA �

	

�%
 ��� ªA generateskey AB for Bº;
�,��� net ��� A � keyAB � challengeA �

�

publicB
;

���
� net � ctext2 : �

�

� challengeB2 : 	 B2
�

;
�

�"�����
� � ctext2
� �

��� B � keyAB � responseA : 
 A � challengeB1 : 	 B1 � A � B � keyAB
�

�

�

private 

1
A

;
���

Effect: �

��!�����#�
8��� ��/ � � challengeA �

���

�

ªA generateskey AB for Bº�

��!��"��# challengeA
� � responseA;

���

Effect: �

���

�

ªB receivedkeyAB from Aº �

���

�

ªA generateskey AB for Bº�

���

�

ªB receivedkey AB from Aº;
���%�

� msg: 
,/���� � /

�

�

;
���

Effect: �

���

�

ªA generateskeyAB for Bº�

	

�%
 ��� ªA sendsmsgto Bº;
���

Effect: �

���

�

ªA generateskeyAB for Bº �

���

�

ªA sendsmsgto Bº�

� �
�

�����)� keyAB: �

AB � A � B
�

;
���

Effect: �

���

�

ªA generateskeyAB for Bº �

�
�

�
�

� keyAB: �

AB � A � B
�

�

���

�

ªA sendsmsgto Bº�

�"/ �
� challengeB1

� �

� responseB1 : 
 B1
�

;
���

Effect: �

���

�

ªA sendsmsgto Bº�

�"/ �
� challengeB2

� �

� responseB2 : 
 B2 � A � B � msg
�)�

;
���

Effect: ���

�,��� net � responseB1 �$� msg� responseB2
�

keyAB �

;

Receiver� net: �

�

� publicA : (

�����*�
�
���

A � A
�

� privateB : &

�"�����
�
���

B � B
�)�

D
�

�-��� ��/
�

���
� net � ctext1 : �

�

�

;
�

�"�����
�
� ctext1

� �

��� A � untrusted: �

�
�

� challengeA : 	 A � A � B � keyAB �

�

�

private 

1
B

;
���

Effect: ���

���%�

� challengeB1 : 	 B1 � A � B � keyAB
�)�

;
���

Effect: �

��!��"��#�

�

	

� � � challengeB1 �

���%�

� challengeB2 : 	 B2
�

;
���

Effect: �

��!��"��#�

�

	

� � � challengeB1 �

��!��"��#�

�

	

� � � challengeB2 �

	

��
 ��� ªB receiveduntrustedfrom Aº;
���

Effect: �

���

�

ªB receiveduntrustedfrom Aº �

��!�����#�

�

	

� � � challenge B1 �

��!��"��#�

�

	

� � � challengeB2 �

�"/ �
� challengeA

� �

� responseA : 
 A
�

;
�,��� net ��� B � untrusted� challengeA � challengeB1 �

�

publicA
� challengeB2;

���
� net � responseB1 : 
 B1 � ctext3 : �

�

�

;
���

Effect: �

��!��"��#�

�

	

� � � challengeB1 �

��!��"��#�

�

	

� � � challengeB2 �

��!��"��# challengeB1
� � responseB1;

���

Effect: �

���

�

ªA generatesuntrustedfor Bº �

�
�

�
�

� untrusted: �

AB � A � B
�

�

��!��"��#�

�

	

� � � challengeB2 �

���

�

ªA generatesuntrustedfor Bº;
���

Effect: �

�
�

�
�

� untrusted: �

AB � A � B
�

�

��!��"��#�

�

	

� � � challengeB2 �

�
�

�
�

� untrusted� �

� keyAB : �

AB � A � B
�)�

;
�

�"�����
�
� ctext3

� �

� msg: 
:/����
�

/

�

� responseB2 : 
 B2 � A � B � msg
�

�

keyAB
;

���

Effect: �

��!��"��#�

�

	

� � � challengeB2 �

��!��"��# challengeB2
� � responseB2;

���

Effect: �

���

�

ªA sendsmsgto Bº�

���

�

ªA sendsmsgto Bº;

Figure2. Proof that the exampleis robustly safe
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attacks. Our encryptionmodeldoesnot includeotheren-
cryptiontechnologiessuchashashing,Dif �e–Hellman key
exchange,andconstructingkeys from passphrases.

A Other Examples

A.1 Abbreviations Usedin Examples

In theseexamples,we make useof thefollowing syntax
sugar:

	 Dependentrecordtypes
�

x1:T1 �%1�1%1 � xn:Tn � , ratherthan
justpairs.

	 Taggedunion types
�

� 1
�

T1 �

������� �

� n
�

Tn ��� ratherthan
justbinarychoiceT 4 U.

	 Strings“a1 1%1�1 an” usedin correspondenceassertions.
	 A public, taintedtype

9 � � ��� � �

�

�

for principalnames.

We show in the full versionof this paperthat thesecon-
structscanbederivedfrom ourbaselanguage.

A.2 Authentication usingcerti�cates

A simpleauthenticationprotocolusingcerti�catesis the
ISO PublicKey Two-PassUnilateralAuthenticationProto-
col describedby ClarkandJacob[CJ97]. In thisprotocol,a
principalA sendsacerti�cate for herpublickey KA together
with a messageencryptedwith herprivatekey K �

1
A to prin-

cipal B. The certi�cate is encryptedwith the privatekey
K �

1
CA of a certi�cate authorityCA. Theprotocol,simpli�ed

to removemessagesunrelatedto authenticity, is:

Message1 B � A : NB
Event1 A begins “A sendingM to B”
Message2 A � B :

���

A � KA
�

� K �

1
CA

�

���

M � B � NB
�

� K �

1
A

Event2 B ends “A sendingM to B”

Translatingthe protocol into the spi-calculuswith corre-
spondenceassertionsis routine, but we have to provide
typesfor the participants.The type of A's key is (for any
public type

9

�

	��

�

�

�

):

7

A
�

a :
9 �

�
���

�
�

�

�

� �

7

�

	

�

msg:
9

�

	��

�

�

�

� b :
9 �

�
���

�
�

�

�

�

n :
9

�

 ��
�

�

� �

�

�

�

�

�

�

�

�

���

“a sendingmsgto b”
�

�

Thetypeof thecerti�cate authorityCA'skey is:

7

CA �

7

�

	

�

a :
9 �

�
���

�
�

�

�

� kA :
7

A
�

a���

We can then check that the participants'public keys are
public:

	 Theplaintext of type
7

A
�

a� is publicso ���

���
	���� 7

A
�

a�

is public (thisdependson the
9

�

	��

�

�

�

typebeingpub-
lic ).

	 Theplaintext of type
7

CA is public,so ���

���
	��
�;7

CA is
public.

It is thenroutineto verify thatthis protocoltypechecksand
is effect-free,andsois robustlysafe.

A.3 Needham–Schroeder–Lowe

The full Needham–Schroeder–Lowe [NS78, Low96]
protocolmakesuseof a certi�cate authorityS which val-
idatesthepublic keys KA andKB of principalsA andB, by
encryptingthepublickeyswith privateencryptionkey K �

1
S .

A andB useSto �nd eachotherspublic keys, thenusetwo
SOSHnoncehandshakesto establishcontact:

Message1 A � S: A � B
Message2 S � A :

���

B � KB
�

� K
�

1
S

Event1 A begins “A contactingB”
Message3 A � B :

���

msg3
�

A � NA �

�

� KB

Event2 B begins “B contactedby A”
Message4 B � S: B � A
Message5 S � B :

���

A � KA
�

� K �

1
S

Message6 B � A :
���

msg6
�

B � NA � NB �

�

� KA

Event3 A ends “B contactedby A”
Message7 A � B :

���

msg7
�

NB �

�

� KB

Event4 B ends “A contactingB”

Translatingthe protocol into the spi-calculuswith corre-
spondenceassertionsis routine, but we have to provide
typesfor theparticipants.Thetypeof A andB'skeys is:

7

P
�

p :
9 �

�
���

�
�

�

�

� �

7

�

	

�

msg3
�

q :
9 �

�
���

�
�

�

�

�

nQ :
9 �

� �

�

�

� �

�

�

� �

�

�

! �

�

�

���

“ p contactedby q”
�

�

�

msg6
�

q :
9 �

�
���

�
�

�

�

� nP :
9 �

� �

�

�

� � �

�

�

�

�

�

�

�

�

�

nQ :
9 �

� �

�

�

� �

�

�

� �

�

�

! �

�

�

���

“ p contactingq”
�

�

�

msg7
�

9 �
� �

�

�

��� �

�

�

�

�

�

�

�

�

�

�

Thetypeof S'skey is:
7

S �

7

�

	

�

p :
9 �

�
���

�
�

�

�

� kP :
7

P
�

p� �

We can then check that the participants'public keys are
public:

	 The plaintext of type
7

P
�

p� is tainted, so
�

�����
	��
� 7

P
�

p� is public (note that this depends
onprivatenoncetypesbeingtainted).

	 The plaintext of type
7

S is public, so ���

���
	���� 7

S is
public.

It is then routine to verify that NSL typechecksis effect-
free,andsois robustlysafe.In thetypefor msg6 werequire
q's nameto be present,otherwisethe type for msg6 is not
well-formed;this is thebasisof Lowe'sattackon theorigi-
nalNeedham–Schroederpublickey protocol.

13



B Operational Semanticsand Safety

Processesinclude correspondenceassertion events
 

�"!

� �

L and �

���

L which describethe authenticityprop-
ertiesexpectedof the protocol. We take a new approach
to formalizingcorrespondenceassertionsvia a tuple space
metaphor. Informally, we regardtheseeventsasanalogous
to

�

�

�

and ! �

�

in a �ctitious securetuple spacesimilar to
Linda [CG89]. Whena

 

�"!

� �

L event takesplace,we add
L to the securetuple space. When an �

���

L event takes
place,we remove L from the tuple space: a violation of
the securityrequirementsof the protocolhave taken place
if L is not present.In reality, this tuple spacedoesnot ex-
ist, so we needthe type systemto ensurethat every �

���

L
event is guaranteedto succeed.In an implementationof a
typecheckedprotocol,

 

��!

� �

L and �

���

L eventscanbeim-
plementedasno-ops,sincethetypecheckerguaranteesthat
the �

���

L will succeed.
We de�ne a stateAs of a protocol to be a tuple space

(that is, a multisetof tupleswhich have beenbegunbut not
ended)and a threadpool (that is, a multiset of executing
threads).

Activities

A � B � C :: � activity
L tuplelabelledL
P processP

Ls:: �

�

L1 ��1�1%1 � Ln �

tuplespace:multisetof tuples
Ps� Qs:: �

�

P1 ��1%1�1 � Pn �

threadpool: multisetof processes
As� Bs� Cs:: � Ls 4 Ps state:tuplespaceplusthreadpool

Thefreenamesfn
�

As� of a stateAsarede�ned in theusual
way. We de�ne theoperationalsemanticsof a stateby giv-
ing a reductionrelationAs � Bs meaning`in stateAs the
programcanperformonestepof computationandbecome
stateBs'. This is de�ned in Figure3.

Let a frame, fr, be a set of names. We useframesto
recordthe namesavailable in a particularstate. So as to
track the namesfreshly generatedby statetransitions,we
de�ne the judgmentfr � As � As�

�

fr � to meanthat there
is a transitionAs � As� andthat the framefr includesall
thenamesavailableat As, andthattheframefr � recordsthe
freshnamesgeneratedby thetransition.In fact,fr � is either
emptyor asingleton.

Framed Transitions fr � As � As�

�

fr �

fr � As � As�

�

fr � if andonly if
fn

�

As�

�

fr andAs � As� andfr �

� fn
�

As�
� � fn
�

As� and
fr ��� fr ��� .

Startingin a framedstatefr � As, a stateAs� is reachable,
written fr � As � As� , if thereis a sequenceof framedtran-
sitionsfrom Asto As� .

Framed Reachability fr � As � As�

fn
�

As�

�

fr

fr � As � As

fr � As � As�

�

fr � fr � fr �

� As�

� As� �

fr � As � As� �

An error stateis onewherean �

���

L event is encountered
withouta matchingtupleL in thetuplespace.

Err or Statesand Safety:

A stateis anerror if andonly if
it hastheform

�

�

���

L;P
�

4 AswhereL
�

& As.
A processP is safeif andonly if

thereis noerrorstateAssuchthatfn
�

P� �

�

P
�

� As.
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