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Abstract

We presentthe r st type and effect systenfor proving
authenticitypropertiesof securityprotocolsbasedonasym-
metric cryptagraphy Themostsigni cant new featuies of
our typesystemare: (1) a sepaation of public types(for
data possiblysentto the opponent)from taintedtypes(for
data possiblyreceivedfrom the opponent)via a subtype
relation; (2) trust effects to guaranteethat tainted data
doesnot, in fact, originatefromthe opponentand(3) chal-
lenge/responsiypesto supporta variety of idiomsusedto
guaranteemessge freshnessWe llustratetheapplicability
of our systenvia protocolexamples.

1 Motivation

In recentwork [GJO1¢ GJO1a]we proposeatype-based
methodologyfor checkingauthenticitypropertiesof secu-
rity protocols. First, specify propertiesby annotatingan
executabledescriptionof a protocolwith correspondence
assertiongWL93]. Second,annotatethe protocol with
suitabletypes. Third, verify the assertionsy running a
type-checkr. A type-correctprotocolis secureagainsta
maliciousopponentconformingto the Dolev and Yao as-
sumptiongdDY83]; the opponenimay eavesdropgenerate,
andreplaymessagedyut canonly encryptor decryptmes-
sagesf it knows the appropriatekey. This methodologyis
promisingbecausé requireso state-spacexploration,re-
quireslittle interactve effort perprotocol,andreducesrer-

i cation to thefamiliar edit/type-check/dalycycle.

Still, our previous work appliesonly to symmetric-ley
cryptographyandonly to one style of noncehandshag, a
signi cant limitation. The goal of this paperis to enrich
our type andeffect systemso asto apply the methodology
to awider classof protocolsbasedon both symmetricand
asymmetriccryptography To do so, we needto solve the
following threeproblems.

(1) Let ussaydatais taintedif it may have beengener
atedby the opponentptherwiseuntainted andpublic
if it may be revealedto the opponent,otherwisese-
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cret. Now, in symmetricprotocols datais eithersecret
anduntaintedbecausé is sentencryptedandtheop-
ponentis ignorantof the key) or it is both public and
tainted(becauset is sentin the clear). In asymmet-
ric protocols the situationis subtlerbecausef public
keys: datamay be both secretandtainted(if senten-
cryptedwith an honestagents public key) or public
anduntainted(if sentencryptedwvith anhonestagents
private key). Our previous system[GJ01§ hasone
type, , for public,tainteddata,andevery othertype
is bothsecretanduntainted Here,we needto be more
e xible; we useasubtyperelationto representvhether
atypeis taintedandwhetherit is public.

(2) Typescan representhe degree of trust we placein
data. In symmetricprotocols,the degreeof trust, and
hencethetypesof data,is x ed. Ontheotherhand,in
asymmetrigrotocolsthedegreeof trustmayincrease
overtimeasnew informationarisesfor example from
noncechallengesWe introducetrust effectsto model
how thetypeof datamay changeovertime.

(3) Ourprevioussystemsupportsasingleformatfor prov-
ing freshneswyia noncehandshaks: the challengein
the clear, the responseencrypted.Asymmetricproto-
colsmayuseotherstyles:bothchallengeandresponse
encryptedpr the challengeencryptedthe responseén
the clear To accommodat¢heseotherstyles,we in-
troducenew challenge/responseypes.

1.1 Background

Many methodologiesexist for verifying authenticity
properties against the opponent model of Dolev and
Yao [DY83]. \Verication via type-checkingis one of
only a few, recenttechniquesthat requireslittle interac-
tive effort per protocol, while not bounding protocol or
opponentsize. Other suchtechniquesinclude automatic
tools for strandspaceqSBP01 THG9§ and rank func-
tions [HSO0OQ, Sch98. Other effective approachesnclude
model-checking[Low96, MCJ97, which typically puts
boundson the protocol and opponent,and techniquese-
lying ontheorem-preing [Bol96, Pau9§ or epistemidog-



ics [BAN89, DMPO01], which typically requirelengthy ex-
pertinteraction.

Woo andLam's correspondencassertion§gWL93] are
safety properties, specifying what is known as injective
agreemenfLow95]. Given a descriptionof the sequence
of messagesxchangedy principalsin a protocol,we an-
notateit with labelledeventsmarkingthe progressof each
principalthroughthe protocol. We divide theseeventsinto
two kinds, begin-eventsandend-e/ents. Eventlabelstypi-
cally indicatethe namesof theprincipalsinvolvedandtheir
rolesin the protocol. For example,to specify an authen-
ticity propertyof a simplenoncehandshak we decoratet
with begin-eventsandend-eentsasfollows.

Messagd A B: N

Eventl B begins “B sendsA messagé”
Message B A: M N g
Event2 Aends “BsendsA messagé”

A protocolis safeif in all protocolruns,every assertiorof
an end-eent correspondso a distinct, earlier assertiorof
a bggin-eventwith the samelabel. A protocolis robustly
safeif it is safein the presenc®f ary hostileopponentvho
cancapture modify, andreplaymessagedut cannotforge
assertions.

Our previous work can type-checkthe robust safety
of protocols based on secure channels[GJ014, and
on insecurechannelsprotectedby symmetric cryptogra-
phy [GJ013. Thesetwo papersarethe only prior work on
authenticityby typing. They build on Abadi's pioneering
work [Aba99 onsecreg by typingfor symmetric-ley cryp-
tographicprotocols. Abadi and Blanchet[ABO1, AB02]
extend Abadi's original systemto establishsecreg prop-
erties for asymmetricprotocols. The presentpaperis a
parallel developmentfor authenticityproperties. Techni-
cally, it is not simply a routine combinationof previous
papers[GJO0la ABO1]. For example,to facilitate type-
checkingour formalism, eachboundvariableis annotated
with a singletype. A featureof AbadiandBlanchetstreat-
mentof tainteddatais that a boundvariablemay assume
anarbitrarynumberof types,dependingpnits context, and
thereforethey suppressype annotations.Anotherwork on
typesfor asymmetriccryptographythoughnot for authen-
ticity, is Cerwesatostypedmultisetrewriting [Cer01].

Like earlierwork on typesfor cryptographicprotocols,
wetake abinaryview of theworld asconsistingof a system
of honestprotocol participantsplus a dishonestopponent.
We leave a ner-grainedanalysisasfuturework.

1.2 Our ThreeMain Contrib utions

Separationof trust and secrecy. In acryptographigro-
tocolbasedn symmetriccryptographydatais typically ei-
ther secretanduntainted,or public andtainted. For exam-

ple, considethe message:
A B: A Mgy

(Wewrite M g, for the outcomeof encryptingM using
a symmetricalgorithmwith key Kag.) The principalname
A is public andtainted(sinceit is sentin plaintext) but the
payloadM andthe sharedkey Kag aresecretanduntainted
(sincethey arenever sentin plaintext, andareknown only
to honestprincipals).

Ontheotherhand,in a cryptographigrotocolbasedon
asymmetriccryptography secreg and taintednessre in-
dependent.Datamay be secretandtainted,or public and
untainted.For example,if Kg is B's public key andK, Lis
A's privatekey, considethe message:

A B: M N kg

Kyt
(Wewrite M Ky ! for the outcomeof encryptingM using

anasymmetricalgorithmwith privatekey K, 1, and N Kg
for theoutcomeof encryptingN with publickey Kg.) Now,
B considers:

M is public (sincethe opponenknows K andsocan
decrypttheciphertet M KAl) but untainted(sinceit

is encryptedwith A's private key, and so must have
originatedfrom the honestagentA).

N is secret(sincethe opponentdoesnot know Kg 1so
cannotdecrypttheciphertext B g) buttainted(since
it is encryptedwith B's public key, andso could have
originatedfrom a dishonestntruder).

Previoustype systemgAba99 GJ014 featureatype, here
called , for all message&nown to the opponent.Here,
to supportasymmetriccryptographywe admitsometypes
that are public without being tainted, and othersthat are
taintedwithout beingpublic. We relatethesetypesto
via a subtyperelation. As usual,we sayT is a subtypeof
U, writtenT :U, to meanthatdataof typeT maybeused
in situationsexpectingdataof typeU. A typeT is publicif
T : thatis,it maybesenttotheopponentA typeT is
taintedif . T, thatis, it maycomefrom theopponent.
Our recognition of tainted types—asdistinct from
public types—hasmary parallels in analysesof non-
cryptographicaspectf security The Perl programming
language[WCS96] can track at runtime whetheror not
scalardatais tainted,to catchbugsin codedealingwith
untrustedinputs. An extension of the simply-typed| -
calculus[@P97 usesannotation®n eachtype constructor
to track whetheror not datacanbe trusted,eitherbecause
it originatesfrom or hasbeenendorsedy an honestpar
ticipant. Similarly, anexperimentakxtensionfSTFWO07 of
C quali es typesastaintedor untaintedto allow the static
detectiorof issueswith formatstrings.The Securd_ambda



Calculus]HR98] usessubtypingto tracksecuritylevels. To
the bestof our knowledge,the presentpaperis the rst to
usetypesto track both public andtainteddatain the pres-
enceof cryptography

Dynamic trust. In asymmetricprotocols,the degree of
trust we placein tainteddatamay increaseas we receve
new information. For example, considerthe following
variantof the Needham-Schroeddrowe [NS78 Low96)]
public-key protocol,extendedo includeakey exchangeni-
tiatedby A:

Messagd A B: AKasNa kg
Messag2 B A: B KagNaNg k,
Messag8 A B: N kg

After receving Messagd, B regardsthesessiorkey Kag as
tainted;it maycomefrom A, but it mayalsocomefrom the

opponentsincethekey Kg is public. In Message, B sends
A anonceNg, encryptedogetherwith the taintedkey Kag

underKa, and hencehiddenfrom the opponent. Now, A

only replieswith Messages if the sessiorkey it recevesin

Message2 matcheghe key it issuedin Messagel. There-
fore, on successfuteceiptof thesecretNg in Message, B

truststhatKag did notin factcomefrom the opponent.So
it is safefor B to senda secretmessagéo A encryptedwith

thekey Kag:

Messagel B A: M gy

In this protocol,B's trustin the sessiorkey Kag is dynamic
in thatit change®vertime: initially Kag is tainted but after
Messages it is known to be untainted.

We modeldynamictrustby introducingtrust effects that
allow thetype of a nonceto make assertionaboutthe type
of otherdata. In the typedform of our example,the type
of Ng assertghat Kag hasthe type of keys known only to
honestparticipants.

Symmetrickey cryptographigrotocolstypically do not
requiredynamictrust: datais eithertrustedor untrustedor
the whole run of the protocol,andits trust statusdoesnot
changeduring a particularrun. Over time, symmetrickey
cryptographicgprotocolsmay downgradetheir trustin data
dueto key-compromiseor otherlong-termattackson the
cryptosystemsitill, suchattacksareoutsideour model,and
areleft for futurework.

Nonce handshake styles. Protocols use nonce hand-
shalesto establishmessagédreshnessandhenceto thwart
replayattacks.Thetypeandeffectsystenof this papersup-
portsthreehandshakidioms:

Public Out Secet Home (POSH) the noncegoesout
in theclearandreturnsencrypted.

Secet Out Public Home(SOPH) the noncegoesout
encryptedandreturnsin theclear

Secet Out Secet Home (SOSH) the noncegoesout
encryptedandreturnsencrypted.

SOSHnoncesare usefulin asymmetricprotocols,suchas
the protocoldescribedabove, whereif eitherNa or Ng is
learnedby the opponentthe protocolcanbe compromised.
Thenovelfeatureof SOSHnoncesn ourtypesystems that
they canberelieduponfor authenticityevenwhenthey are
tainted(for example whenthey areencryptedwith a public
key) becausave have two cases:

If thenoncewasgeneratedby the opponentthenonly
theopponentanperformtheequalitycheckattheend
of thenoncehandshak, sono honestagenteverrelies
ontheauthenticityinformationcarriedby the nonce.

If the noncewas generatedy an honestagent,then
the opponentever learnsof it (sincethe nonceis se-
cret)andsoit is safefor honestagentsto rely on the
authenticityinformationcarriedby it.

In contrastPOSHandSOPHnoncescannotbereliedupon
whentainted. The Needham—Schroeddrowe protocolre-
lies on Na andNg beingSOSHnoncessincethey areen-
cryptedwith public keys andhencetainted.

Guttman and Thayer [GTOQ] propose authentication
testsfor analysingnonceusage.Theirincomingtestsapply
to POSHandSOSHnoncesandtheir outgoingtestsapply
to SOPHand SOSHnonces.Gordonand Jefrey [GJ01§
dealonly with POSHnonces.

1.3 Remainder of this Paper

Section2 reviews our methodologyfor specifying au-
thenticity propertiesof protocols. Section3 describesour
new typeandeffect systemanddescribests applicationto
someexamples.Sectiond concludes.

2 Authenticity Propertiesin Spi (Review)

We formaliseour type andeffect systemin a versionof
thespi-calculugAG99, aconcurrentanguagdasednthe
p-calculus[Mil99] augmentedvith the Dolev—Yao model
of cryptography Section2.1 reviews the syntaxandinfor-
mal semanticof a spi-calculusextendedwith correspon-
denceassertion$WL93]. Section2.2shavshow to specify
anexampleprotocol. Later, we shaw it is robustly safeby

typing.

2.1 A Calculuswith Correspondenceéissertions

First, hereis the syntaxof messages.

Names,Messages
I

mnxyz
LMN::

1
name:variable,channelnonce key, key-pair
message



X name
pairformation
left injection
right injection
symmetricencryption
asymmetricencryption
key-paircomponent
(wherek either or )

<
ZZZZZ

=L

k M

Thesemessageare:

A message is aname representing channelponce,
symmetrickey, or asymmetrickey-pair.

A messageM N isapair. Fromthisprimitivewecan
describeary nite record.

Messages M and M aretaggedunions,dif-
ferentiatedby thedistincttags and . With these
primitiveswe canencodeary nite taggedunion.

A message M y is the ciphertext obtainedby en-
cryptingthe plaintext M with the symmetrickey N.

A message M y is the ciphertext obtainedby en-
cryptingthe plaintext M with the asymmetricencryp-
tion key N.

A message M extractsthe decryptionkey
componenfrom the key pair M, and M ex-
tractsthe encryptionkey componenfrom thekey pair
M.

An asymmetric key-pair p has two dual applications:
public-key encryptionand digital signature. In the rst,
p is public and p is secret. In the

second, p is secretand p is public.
For eachkey-pair, our type systemtrackswhetherthe en-
cryptionor decryptionkey is public, but it makesno differ-
enceto our syntaxor operationasemantics(Hence,a sin-
gle key-pair cannotbe usedbothfor public-key encryption
anddigital signaturethisis oftenregardedasanimprudent
practice but nonethelesis beyondour formalism.)

Next, we give the syntaxof processesEachboundname
hasa type annotation,written T or U. We postponethe
syntaxof typesto Section3.

Processes:
I 1
OPQR:: process
M N output
M xT ;P input
M xT ;P replicatednput
M  xTyU ;P pair splitting
M NyT ;P pair matching
M xT P y:.U Q unioncase
M xT nP symmetricdecrypt

M xT yuP

asymmetriadecrypt

M  N;P nonce-checking
L;P begin-assertion
L;P end-assertion
xT ;P namegeneration
P Q composition
inactivity

The type annotationson bound namesare usedfor type-
checkingbut play norole atruntime;they do not affectthe
operationalbehaiour of processes.In examples,for the
sale of brevity, we sometime®mit type annotations.

The free and boundnamesof a processare de ned as
usual. We write P x N for the outcomeof a capture-
avoiding substitutionof the messageN for eachfree oc-
currenceof the namex in the processP. We identify
processesip to the consistentrenamingof boundnames,
for examplewheny fn P, we equate x:T ;P with

yT;PXx vy

Next, we give informal semanticgor processehaiour
and processsafety; formal de nitions appearin Ap-
pendixB. Theseprocesseare:

Processes M Nand M xT ;P areoutputand
input, respectiely, alonganasynchronousjnordered
channelM. If anoutput  x N runsin parallelwith
aninput  x y ;P, thetwo caninteractto leave the
residualproces y N .

Process M xT ;P is replicated input,
which behaeslik e input, exceptthateachtime anin-
putof N is performedtheresidualproces® y N s
spavnedoff to run concurrentlywith the original pro-
cess M xT ;P.

Aprocess M xT yU ;P splitsthepairM into
itstwo componentslf Mis N L , theprocesbehaes
asP x N y L . Otherwise,it deadlocksthatis,
doesnothing.

A process M N y:U ;P splitsthepairM into
its two componentsand checksthat the rst oneis
N. If Mis N L, the processhehaesasP y L .
Otherwisejt deadlocks.

A process M xT P
thetaggedunionM. If M is
asP x L.IfMis

Otherwisejt deadlocks.

y:.U Q checks
L ,theprocesbehaes
N it behaesasQy N .

A process M x:T ;P decryptsM using
symmetrickey N. If Mis L y, theprocesbehaesas
P x L . Otherwisejt deadlocksWe assumehereis
enoughredundang in therepresentatioof ciphertets
to detectdecryptionfailures.

A process M xT  1;P decryptsM us-
ing asymmetrickey N. If M is L k andN



is K , thentheprocesdehaesasP x L .
Otherwisejt deadlocks.

A process M  N;P checkghemessage® and
N arethe samenamebeforeexecutingP. If theequal-
ity testfails, theprocesgleadlocks.

A process L; P autonomoushassertsan begin-
eventlabelledL, andthenbehaesasP.

An process L;P autonomouslyassertsan end-
eventlabelledL, andthenbehaesasP.

A process x.T ;P generatesaneny namex, whose
scopeis P, andthenrunsP. This abstractlyrepresents
nonceor key generation.

A proces® Qrunsprocesse® andQ in parallel.

Theprocess  isdeadlocled.

Safety:

A proces is safeif andonly if
for every run of the processandfor everyL,
thereis a distinctbegin-eventlabelledL
precedingevery end-eventlabelledL.

We are mainly concernedot just with safety but with ro-
bustsafetythatis, safetyin thepresencef anarbitraryhos-
tile opponent.In the untypedspi-calculugAG99, the op-
ponenis modelledby anarbitraryprocessin ourtypedspi-
calculus,we do not considercompletelyarbitrary attacler
processedyut restrictoursehesto opponenfprocessethat
satisfytwo mild conditions:

Opponentgannotasserevents:otherwiseno process
wouldberobustlysafe becausef theopponent  x;.

Opponentgdo not have accesgo trusteddata,so ary
typeoccurringin theprocessnustbe

Opponentsand Robust Safety:

A proces® is assertion-feeif andonly if
it containsno begin- or end-assertions.
A proces< is untypedf andonly if
theonly type occurringin P is
An opponen® is anassertion-fre@intypedproces<O.
A proces< is robustly safeif andonly if
P Ois safefor every opponen®©.

2.2 Specifyingan Example

We shav how to programa simple cryptographicpro-
tocol in our formalism. This protocol is a version of
Needham-Schroedérowe [NS78 Low96] modi ed to il-
lustratethe variousfeaturesof our type system.(The pro-
tocol is differentfrom the versiondiscussedn Sectionl.)

Theprotocolsharesa sessiorkey Kag betweermparticipants
A andB, andusesghiskey to sendamessag®! from A to B.
The protocolshouldguaranteghe authenticityproperties:

(1) Abelievessheshareghekey Kag with B.
(2) Bbelievesheshareshekey Kag with A.
(3) Bbelievesmessag®l wassentby A.

We specifytheprotocolinformally asfollows:

Eventl Abeggins “Agenerate&ag for B”
Messagde A B: A Kag Na kg

Event2 B begins “BrecevedKag from A’
Messagéz B A: B Kag Na Ng1 Ka Ng2
Event3 Aends “BrecevedKag from A’
Event4 Abggins “AsendsM to B”
Messagé3 A B: N1 M Ng2 Kag
Event5 Bends “Agenerate&ag for B”
Event6 Bends “AsendsM toB’

Figurel is a spi-calculusversionof the protocol. The top-
level process,Systennet generateswo fresh key pairs
pair, and pairg, and placesa single senderand a single
receverin parallel. We publishthe public encryptionkeys
of AandB, to allow theattacleraccesso them.Theparam-
eternetis acommunicationghannelpnwhichtheattacler
may sendor receve, representinghe untrustednetwork.
For simplicity, Figure 1 includesjust one senderand one
recever; it is easyto extendthe programto run multiple
sender@ndreceversin parallel.

Giventhe assertionembeddedn the program,our for-
mal speci cationis simply thefollowing:

Authenticity: TheprocessSystermet is robustly safe.

3 Authenticity by Typing for Asymmetric
Cryptographic Protocols

Section3.1introducesthe type and effect system. Sec-
tion 3.2 describedow we type messagesSection3.3 ex-
plainsthe subtypingrelation. Section3.4 explainshow we
ascribeeffectsto processesln Section3.5we explain how
totypetheassertionin theexampleof the previoussection.

3.1 Environmentsand judgments

The type andeffect systemis givenasa seriesof judg-
mentse  J, for examplethejudgmentE T canberead
as’in ervironmentE we have thatT is atype'.

Judgmentse J:
I

E goodervironment
E es goodeffectes

E T goodtypeT

E T :U subtyping



Sendermnet privatey publicg °
Keyag ;
challenge, ;
3A generategey ap for B,
net A keyag challengea public:
net ctexty challengeg, ;
ctexty
B keyag responsg challen®g: pivate, 1
challeng, responsg;
3B recevedkey pg from A°;
msg;
3A sendamsgto B,
net challenggg; msgchallengeg; ey, ;

D

Receivernet public, private; °

net ctext; ;
ctexty
A keyag challenga ivage, t:
challengeg; ;
challengeg, ;
3B recevedkey pg from A°;
net
B keyag challenge, challengg; pubiic,
challengeg, ;
net responsg, ctexts ;
challengeg; responsg;;

3A generategey pp for B,
Ctexts  MSQresponsg) key,g:
challengeg, responsgy;
3A sendamsgto B,

Figure 1. An exampleprotocolwith correspondenceassertions

Systermet
pair ; pairg ;
Sendernet paira pairg
Receivernet pairp pairg
net pairp pairg
E M:T goodmessagéM of typeT
E P:es goodprocess with effectes

Judgmentsare given in an ervironmentthat assignstypes
to the namesin scope.An ervironment,E, takesthe form
x1:T1 Xn:Th, andwe write domE for x; Xn .

Envir onments:

I
DE:: environment
x1:Th Xn:Th unorderedsetof entries

A well-formedernvironmentE is onewhereE

Rulesfor Environments:

Xn:Tn)
., Xp distinct

I
(whereE  x1:Ty
E T i 1n Xx,..

E

3.2 Typesfor Messages

We give the syntaxof typesandexplain whenamessage
M hastype T, writteninformally M : T.

Apart from challenge/responsg/pes, deferredto the
next section hereis the syntaxof our types.

Types:

STU: type
xTU dependenpair type (x boundin U)
T U sumtype

dataknown to the opponent

top
T  shared-ky type
T asymmetrickey-pair
k T encryptionor decryptionpart
(wherek either or )

Many of thesetypesare standardor appeaiin earlierwork
on spi [GJ014. Message®f type x.T U aredependent
records M N , whereM : T,andN:U x T . Messages
of typeT U aretaggedunions,either M withM:T
or N with N:U. Message®f type  arearbitrary
untrusteddataknown to the opponent.Any typeablemes-
sageis alsoof type . Messagesf type T
arenamesrepresentingymmetrickeys for eng/pting data
of typeT to yield a ciphertext of type

We needsomenew typesfor asymmetriccryptography
A messagef type T is a namerepresentingn
asymmetrickey-pair for encryptingdataof type T. Mes-
sagef types T or T takethe
form p or p, wherep: T.

In anernvironmentE, awell-formedtypeT is onewhere
E T.

Rulesfor MessageTypes:
I 1

(wherex domE)
E T ExT U E T E U

E xTU E T U




E T E T E k T

The formal messagetyping judgment takes the form
E M:T, read’in ervironmentE, messageM hastype
T

Our typing rulesrely on a subtypingrelation on types,
writtenE T :U. Intuitively, thismeanghatany message
of typeT alsois of typeU. We explain subtypingin detail
in the next section.

Type Rulesfor Messages:
I
E M:T E T :T

E xXTE x:T E M:T
E M:T E N:Ux M ExT U

E MN: xTU
E M:T E U E T E N:U
E M :T U E N :T U
E M:T E N: T

E M N

. E M:T

E M: T E N: T
E kM :k T E M n

Thetype-rulesareall syntax-directedandsoit is routineto
implementatop-davn typecheclker for thistype system.

3.3 The Subtyping Relation

ThesubtypingelationE T :T meanghatmessages
of typeT canbeusedin placeof amessagef typeT . The
ervironmentE tracksthenamesn scopeandsometimess
omittedin informal discussion.

Theinteractionof subtypinganddependentypescanbe
quite subtle;our treatmenis basedon thatof Aspinalland
CompagnonjAC01], althoughour settingis muchsimpler,
dueto theabsencef higherordertypes.

A type'srelationshipo thetype  of dataknown to the
opponentdeterminesvhetherit canbe sentto or receved
from the opponent. Let atype T be public if andonly if
T : .LetatypeT betaintedif andonly if :T.

The following tablesof rulesde ne the subtypingrela-
tion. Subtypingis re exive andtransitve, and hasa top
element

Basicrules for subtyping:
I
E T

E T T
E S :TE T :U E S U
E T

E T
L

Pair types x: TU , sumtypesT U and decryption

key types T are covariant; encryptionkey

types T are contravariant; symmetrickeys
T andkey pairs T areinvariant.

CongruenceRulesfor Subtyping:

I(wherex domE )

E T :T ExT U U ExT U
E xTU :xTU
E T :T E U :U
E T U T U
E T :T E T :T
E T T
E T :T ET :T
E T T
E T T
E T T
E T :T
E T T
L 1
A pairtype x: containsonly publicdata,sois itself
public. Similarly, thesumtype , thesymmetrickey
type , theasymmetrickey typek ,
andthekey pairtype areall publictypes:

Subtyping Rulesfor Public Types:
I

X

Fmmmmm

A pairtype x: containsonly tainteddata,sois itself
tainted.Similarly, thesumtype , thesymmetrickey
type , theasymmetridkey typek ,
andthekey pairtype areall taintedtypes:

Subtyping Rulesfor Tainted Types:
I

X

[ m mmmm

We endthis sectionby discussinghe two dual applica-
tions of key-pairs.We have thefollowing equivalences:



Proposition1l Suppos¢hatE T andE . Then:

(1) T is taintedif andonly if T is publicif
andonlyif T istainted.

(2) T is publicif andonly if T istaintedif

andonlyif T ispublic.

The rst caserepresentpublic-key applicationswhere
the payloadtype T is tainted, and the encryptionkey is
public, sothatanyone,includingthe opponentcanencrypt
messagesThe secondcaserepresentsligital signatureap-
plications,wherethe payloadtype T is public, andthe de-
cryptionkey is public, sothatanyone,including the oppo-
nent,canchecksignatures.

If we attempto usethesamekeypairof type T
for both applications,T is both public and tainted, and
henceequvalentto . This matcheshe commonengi-
neeringpracticethatkeys usedfor bothpublic-key anddig-
ital signatureapplicationsarenotto betrusted.

3.4 Effectsfor Processes

We write E P : esto meanthatthe processP is well-
typedin ervironmentE, andthat the effect esis an upper
boundon certainaspect®f thebehaiour P. An effectis a
multiset(thatis, anunorderedist) of atomiceffects These
cantake threeforms:

L, usedto track the unmatchedend-eventsof a
process;

N and
oftenanoncehasbeenused;and

N, usedto trackhow

M:T, atrusteffect usedto gainthetrustinforma-
tion thatdataM really hastypeT.

Overall,thegoalwhentype-checking protocolis to assign
it the emptyeffect, for thenit hasnounmatcheend-eents,
andthereforeis safe. This sectionexplainsthe intuitions
behindtherulesfor assigningeffectsto processes.

Let e standfor an atomiceffect, andlet esstandfor an
effect thatis, a multiset e; e, of atomiceffects. We
write es  es for the multisetunion of the two multisetses
andes, thatis, theirconcatenationWe write es  es for the
multisetsubtractionof es from es thatis, the outcomeof
deletinganoccurrencef eachatomiceffectin es from es
If anatomiceffectdoesnotoccurin aneffect,thendeleting
theatomiceffectleavesthe effectunchanged.

The interestingpartof the effect systenmfor processess
how it handlesnoncehandshaks. Eachnoncehandsha&
breaksdown into severalsteps:

(1) ParticipantA createsa freshnonceand sendsit to B
insideamessagé/.

(2) ParticipantB returnsthenonceto A insidemessagé.

(3) ParticipantA checksthatsherecevedthe samenonce
asshesent. Fromthis (andsometrustin the cryptog-
raphyusedto encryptsecretmessagesheknows that
B musthave beeninvolvedin thedialogue.

(4) To avoid vulnerability to replay of messagesontain-
ing the nonce,A subsequentlgiscardsthe nonceand
refusego acceptt again.

Our type systemrequiresus to distinguishnonceswhich
may be publishedto the untrustedagents( nonces)
from oneswhich may not ( nonces). We let be

either or . Wetype-checkheabovefour steps
asfollows:
(1) A createghe nonceN ashaving type es

whereesis aneffect, andsendst to B.

(2) B caststhenonceto a new type fs, where
fsis alsoan effect, andreturnsit to A. In orderto do
this, B mustensurethattheeffectes fsisjusti ed.

(3) After receving the newly castnonce,A usesa name-
check N N ; to checkequality of the original
noncechallengewith the new nonceresponself this
checksucceedsh canassumehattheeffectes fsis
justi ed.

(4) To guarante¢hateachnonceN is only checledonce,
we introducea new atomiceffect N, whichis
introducedeachtime a N N is used. This
canonly bejusti ed by freshly generatinghe nonce
N, which ensureshateachnonceis only ever checled
once.

This four-phaseprocessextendsthe treatmentof POSH
noncesin earlier work [GJ01§, andis sufcient to type
checksymmetrickey protocols.Asymmetrickey protocols,
however, have dynamictrust, wherethetrustin a pieceof
datamayincreasevertime. In our systemfrustis givenby
knowing the type of data,so dynamictrustis modelledby
allowing thetype of somedatato changeovertime. We in-
troducetwo new statementsyhichallow Ato communicate
to B thata pieceof dataM hastypeT:

(1) AknowsthatM hastypeT, andexecutes M:T;
whichjusti es atrusteffect M:T. A canthenuse
thenoncemechanisngescribediboseto communicate
thistrusteffectto B.

(2) B executes M  xT ; which givesM typeT by
bindingM to variablex of typeT. Thisrequiresatrust
effect M:T.

In thisfashion typeinformationcanbeexchangedetween
honestagents,using the samemechanismas authenticity
information.



ef: atomiceffect
L end-eentlabelledwith messagé
N name-checkor anonceN
M:T trustthatamessagé hastypeT
es fs:: effect
& €n multisetof atomiceffects

Effects containno namebinders,so the free namesof an
effect are the free namesof the messageand types they
contain.We write es x M for the outcomeof a capture-
avoiding substitutionof themessag#l for eachfree occur
renceof thenamex in theeffectes

Wede ne E esmeaning'in ervironmentE, the effect
esis well-formed'.

Rulesfor Effects:

E es E N: fs
E E es N
E es E L: E es E M: E T
E es L E es M:T

We extend the grammarof typesto include noncetypes.
Thesecomein two varieties: noncegfor SOPHand
POSHnoncehandsha&s,andpublic at somepointsin their
lifetime) and noncegqfor SOSHnoncehandshags,
andnever public).

POSH noncesare sent out with tainted public type
, andreturnwith untaintedpublic
type es

SOPHnNoncesare sentout with untaintedsecrettype
es (with es ), and return with
taintedpublic type

SOSH noncesare sendout with tainted secrettype
es and return with tainted secret
type fs.

In addition, we introduce challenge-responseypes

esfs, which canactasbothchallengesndresponses.

Theseareonly requiredfor technicalreasonsn the proof of
correctnessandarenotintendedfor usein usercode.

NonceTypes:
I
TU:

type
asin Section3.2
es noncechallengetype
es nonceresponsaype
challenge-responggpe

privacy

esfs

public
private
L 1
Type Rulesfor NonceTypes
I 1
E es E es
E es E es
E es fs
E esfs

Subtyping Rulesfor NonceTypes:

E :
E fs E fs
E .
E :
E es E : es
E es E : es
E es fses esfs fs
E es fs esfs
E esfs E esfs es
E esfs E esfs fs
L

We extendthe grammarof processeto includenoncema-
nipulation:

ProcesseManipulating Nonces:

I
OPQR:: process
asin Section2.1
M xT;P nonce-casting
M:T;P witnesstestimory
M xT ;P trusted-casting

In a process M xT ;P or M
namex is bound;its scopeis the process.

x.T ;P, the

The process M x:T ;P caststhe messagev
to thetypeT, by bindingthevariablex to M, andthen
runningP. (This procesganonly betypedby ourtype
systemif M hastype esandT is of the
form es)

Theprocess M:T;PrequireghatM hastypeT.
It justi es any numberof effectsof theform M:T.

Theprocess M xT ;P caststhemessagiM to
thetype T, by binding the variablex to M, andthen
runningP. (This processequiresan effect M:T
to bejusti ed: thisallowstypeinformationto be com-
municatecamongshonestagents.)

We cannaow give ruleswhich calculatethe effect of a pro-
cess.Most of therulesarethe sameas[GJ01§, sowe only



discusgherulesfor asymmetriacryptographynoncechal-
lengesanddynamictrusthere.

Therule for asymmetriadecryptionis similar to theone
for symmetricdecryptionin [GJ01§: if M is a plaintext

of type T andK is a decryptkey of type T
thenwe candecrypta ciphertext of type  to reveal the
plaintext of typeT:
Rule for Asymmetric Cryptography:
I 1
(wherex domE fnes)

E M: E N: T EXxT P:es

E M xT yuP:es

The rules for nonce types are similar to the rules
from [GJO013§, exceptthatthey supportSOPHand POSH
noncesaswell asPOSHnonces:

Rulesfor Challengesand Responses:

(wherex domE fn fs)
E M: ex E ex
E x ex P:fs
E M e ;P:ex ex fs
E M: exs E N: exR
E P:fs
E M N;P: fs ex esx M
(wherex domE fnes X )
E fs Ex fs P:es
E X: fs;P:es X

Therulesfor trusteffectsarenew in this paper A process

M:T; P requireshatmessag® hastypeT, andal-
lows the processP to usethe trust effect M:T mary
times; A process M  xT ;P makesuseof the trust
effect M:T to useM with typeT:

Rulesfor WitnessTestimonyand Trusted-Casting:
I 1

E M:T E P:es M:T M:T
E M:T;P:es
(wherex domE fnes)
E M: E T ExT P:es
E M xT ;P:es M:T

Theremainingrulesarethe sameasin [GJ01§, sowe re-
peatthemwithoutcomment.
BasicRulesfor Processes:
I
E M: E N:
E MN:
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(wherey domE fnes)
E M: Evy: P:es
E My ;P:es
(wherey domE )
E M: Evy: P:
E My P
E P:es E Q:fs
E P Q:es fs E
(wherex domE fnes)
ExT P:es E T
Tis or U or U
E xT ;P:es

Rulesfor ProcesseManipulating Productsand Sums:

(wherexy domE fnes andx )
E M: xTU ExTyU P:es
E M xTyU ;P:es

(wherey domE fnes)

E M: xTU E N:T EyUXx N P:es
E M NyUXx N ;P:es
(wherex domE fnes andy domE fn fs)

E M:T U ExT P:es EyU Q:fs

E M xT P yU Q:es fs
L ]
Rulesfor Cryptography:
I 1
(wherex domE fnes)
E M: E N: T ExT P:es
E M xXT nP:es

Rulesfor Beginsand Ends:

I

E L:T E P:es
L;P:es

E L

E L:T E P:es
E L;P:es L

Rulesfor WitnessTestimonyand Trusted-Casting:

E M:T E P:es M:T M:T
E M:T;P:es
(wherex domE fnes)
E M: E T ExT P:es
E M xT ;P:es M:T




The type-and-efiect rulesfor processe& P : esrely on
somemultisetalgebrawhich we de ne herefor unordered
sequences Xn for somegrammarmrangedover by x.

Multiset algebraxs xs,Xs XS,XS XS,X XS XS XS
I

1
D

X1 Xn W1 Yn X1 Xm Y1 Yn

xs xs if andonlyif xs xs  xs for somexs

xs xs _ thesmallesixs suchthatxs xs xs

x xsif andonlyif x xs

D
xs xS ~ thesmallesixs suchthatxs xs andxs Xxs

Finally, we statethe safetytheoremfor this type system.
The proof depend®n identifying a suitableruntimeinvari-

antandshawing it is presered by the operationalseman-
tics.

Theorem 1 (Robust Safety) If x;:
thenP is robustly safe

Xn: P:
3.5 Typing the Example

We now shaw thattheprocessSystermet hasemptyef-
fect,andsoby Theoreml (Rohkust Safety)is robustly safe.
We give otherexamplesn AppendixA, includinganexam-
pleusingsignedcerti cates. Eachnoncehastwo types:one
typewhenit is usedasanoncechallengeandonefor when
it is usedasaresponseThetypesfor Np are:

AQ b k
“a generatek for b”
A

Thetypesfor Ng; are:

g1 abk
“brecevedk froma”
k: AB A b
BL
Thetypesfor Ng; are:
B2
gzabm “asendantob”

Keys have only onetype, giving the type of the plaintext
encryptedvith thekey. Thetypefor Kag is:

asab m: r- ggpabm
Thetypefor KAis:
Aa b: k: ra. aAcCgl prabk
Thetypefor KB is:
g b a k: ca. aAabk

We canthencheckthatthe encryptionkeys for eachof the
participantds public:
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Thetypes , , aand g1 abk areall
tainted,sotherecordtype
b: k: ra: A Cgi. B1 abk istainted,

sotheencryptionkey type A a ispublic.

Thetypes , and A abk areall
tainted,sotherecordtype

a k: ca. A abk istainted,sothe
encryptionkey type g b is public.

In Figure 2, we annotatethe participantsin the protocol
with typesand appropriatecasts,to ensurethat the proto-
col is robustly safe. Whenwe typecheckthe recever, we
cannotinitially trustthe sessiorkey, sowe have to give it
type ratherthankey type. It is only oncemessage3
hasarrivedthatwe know thatthe key is really from A and
not fabricatedby an intruder, at which point we can cast
it to keyag: a A B . Thisis justied by thetrusteffect

keyag: aB A B which is communicateds part of
noncechallengechallengeg; .

4 Conclusionsand Further Work

This paperpresentsa type and effect systemfor asym-
metriccryptographigrotocols.Themainnew ideasare(1)
to identify the separatanotionsof public andtaintedtypes,
de ned formally via subtyping;(2) to formalize the way
noncesncreaseahe degreeof trustin datavia trusteffects;
and (3) to supportdifferentstylesof noncehandsha& via
challenge/responsgpes. Examplesshov how to model
commonfeaturesof asymmetrigprotocolssuchaskey ex-
changeandthe useof signedcerti cates.

The Cryptyc project[GJ0O1H includesa tool for type-
checkingsymmetrickey protocols. We have usedthis tool
to verify most of the protocolsin the Clark—Jacobsur
vey [CJ97]. We intendto includethetypeandeffect system
describechere.

The long-termaims of all the work on typing crypto-
graphicprotocolsareto nd secreg andauthenticitytypes
that are as compellingly intuitive as BAN formulas, are
easyto type-check have a precisesemanticsand support
a wide rangeof cryptographidransformsand protocolid-
ioms. This paperrepresentsolid progresstowardsthese
goals.

Still, several limitations remainto be addressed.Our
typesfor encryptiongive every ciphertet type , sowe
cannotmodel someforms of nestedcryptographysuchas
“sign-then-encrypt’or “encrypt-then-sign”. Our attacler
modelassumethateveryopponents completelyuntrusted:
they only have accessto dataof type ; this doesnot
modelattackswhereopponentarepartially trusted(for ex-
ample,M may have a public key Ky which is trustedto
giveauthenticityinformationaboutM but notaboutA or B).
Also, the attacler modeldoesnot supportkey-compromise



Sendernet: privatey : A A publicg : B B

keyAB: ABAB ;
Effect:

challengea: A A B keyag
Effect: challengep

@A generategey 5g for BC;
net A keyag challengea public,;

net ctext, : challengeg, : B2 ;
ctexty B keypg responsg: a challengeg;: B1 A B keyag private,
Effect: challengep 8A generategey pp for B°

challenge, responsg;
Effect: 3B recevedkey pg from A° @A generategey ap for B°
3B recevedkey pg from A?;
msg: ;
Effect: 8A generategey pp for B°
3A sendamsgto B;
Effect: @A generategey 5p for B° 3A sendamsgto B°
keyag: aB AB;
Effect: 8A generategey 5p for B° keyag: aB A B 8A sendsmsgto B°
challenggg;  responsg;: i1 ;

Effect: 3A sendansgto B°
challenggs, responsg,: g2 AB msg ;
Effect:

net responsg; MSQresponsg; ke, :

D

Receivernet: publicy : A A privateg : B B
net ctext;:
ctext; A untrusted challenges: A A B keypp private, !’
Effect:
challengeg; : B1 A B keyag
Effect: challengegy
challengegs : B2 ;
Effect: challengegy challengeg,
3B receved untrustedfrom A?;
Effect: 8B receved untrustedfrom A° challenee g; challengeg,

challenge, responsg: a ;
net B untrustedchallenge, challengg; pubiic, challengegy;
net responsg, : pi1 Ctextz:  ;
Effect: challengegy challengeg,
challengeg; responsgy;
Effect: @A generatesintrustedfor B° untrusted Az AB challengeg,
3A generatesintrustedfor B?;
Effect: untrusted ag A B challengeg,
untrusted keyag: as AB ;
Ctext;  msg: responsg, @ g2 A B msg ey,
Effect: challengeg,
challengeg, responsgy;
Effect: 3A sendamsgto B°
3A sendamsgto B%;

Figure 2. Proof that the exampleis robustly safe
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attacks. Our encryptionmodel doesnot include otheren-
cryptiontechnologiesuchashashing Dif e—Hellman key
exchangeandconstructingkeys from passphrases.

A Other Examples

A.1 Abbreviations Usedin Examples

In theseexampleswe make useof the following syntax
sugar:

Dependentecordtypes x;:T1
justpairs.

Xn:Th , ratherthan

Taggeduniontypes 1 T1 ratherthan

justbinarychoiceT U.

n Tn

Strings“a;  ap” usedin correspondencassertions.

A public, taintedtype for principalnames.

We shaw in the full versionof this paperthat thesecon-
structscanbe derivedfrom our baselanguage.

A.2 Authentication using certi cates

A simpleauthenticatiorprotocolusingcerti catesis the
ISO PublicKey Two-PassUnilateral AuthenticationProto-
col describedy ClarkandJacoCJ97. In thisprotocol,a
principal A sendsacerti cate for herpublickey Ka together
with amessagencryptedwith herprivatekey K, L to prin-
cipal B. The certi cate is encryptedwith the private key
KCA1 of a certi cate authorityCA. The protocol,simpli ed
to remove messagesnrelatedo authenticityis:

Messagde B A: N

Eventl Abggins “AsendingM to B”
Message A B: A Ka 1 M B N K, !
Event2 Bends “AsendingM toB’

Translatingthe protocolinto the spi-calculuswith corre-
spondenceassertionds routine, but we have to provide
typesfor the participants. The type of A's key is (for ary
publictype ):
Aa: msg: b:
n:
“a sendingmsgto b”

Thetypeof thecerti cate authorityCA's key is:
Ka :

We can then checkthat the participants'public keys are
public:

CA a: A a

Theplaintext of type A a ispublicso
is public (this depend®nthe
lic ).

Aad
typebeingpub-
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Theplaintext of type ca is public,so
public.

CA is

It is thenroutineto verify thatthis protocoltypechecksand
is effect-free,andsois robustly safe.

A.3 Needham-SchoederLowe

The full Needham-Schroeddrowe [NS78 Low96]|
protocolmakes useof a certi cate authority S which val-
idatesthe public keys Ka andKg of principalsA andB, by
encryptingthepublic keyswith privateencryptionkey Kg L
A andB useSto nd eachotherspublic keys, thenusetwo
SOSHnoncehandshaksto establishcontact:

Messagd A S: AB

Messag® S A: B Kg Ke '
Eventl Abgyins “A contactingd”
Messag8 A B: msg A Na kg
Event2 B begins “B contactedy A”
Messagel B S: BA

Messages S B: A Ka Ke '
Messagé6 B A: msg B Na Ng  «k,
Event3 Aends “Bcontactecy A’
Message¢ A B: msg NB kg
Event4 Bends “Acontactingd”

Translatingthe protocolinto the spi-calculuswith corre-
spondenceassertionss routine, but we have to provide
typesfor the participants Thetype of A andB's keysis:

PP:
msg q:
ng:
msg q:
ng:

msg

“p contacteddy "
np:
“p contactingy”

Thetypeof Sskey is:
p: ke: pp

We can then checkthat the participants'public keys are
public:

S

The plaintext of type p p is tainted, so

p p is public (note that this depends
on privatenoncetypesbeingtainted).
The plaintext of type s is public, so sis
public.

It is thenroutineto verify that NSL typecheckss effect-
free,andsois robustly safe.In thetypefor msg, werequire
g's nameto be presentotherwisethe type for msg; is not
well-formed;thisis the basisof Lowe's attackon the origi-

nal Needham—Schroedpublic key protocol.



B Operational Semanticsand Safety

Processesinclude correspondenceassertion events
L and L which describethe authenticity prop-
ertiesexpectedof the protocol. We take a new approach
to formalizing correspondencassertionwia a tuple space
metaphor Informally, we regardtheseeventsasanalogous
to and in a ctitious securetuple spacesimilar to
Linda [CG89. Whena L eventtakesplace,we add
L to the securetuple space. Whenan L eventtakes
place,we remove L from the tuple space: a violation of
the securityrequirement®of the protocolhave taken place
if L is not present.In reality, this tuple spacedoesnot ex-
ist, sowe needthe type systemto ensurethat every L
eventis guaranteedo succeed.In animplementatiorof a
typecheckdprotocol, L and L eventscanbeim-
plementedasno-ops sincethetypecheclerguaranteethat
the L will succeed.

We de ne a state As of a protocolto be a tuple space
(thatis, a multisetof tupleswhich have beenbegunbut not
ended)and a threadpool (thatis, a multiset of executing
threads).

Activities
I 1
ABC:: activity

L tuplelabelledL

P procesd?
Ls:: L1 Ln tuplespacemultisetof tuples
PsQs:: P P, threadpool: multisetof processes

AsBsCs:: Ls Ps state:ituplespaceplusthreadpool
L

Thefreenamedn As of astateAsarede ned in theusual
way. We de ne the operationakemanticof a stateby giv-

ing a reductionrelationAs  Bsmeaning’in stateAs the
programcanperformonestepof computatiorandbecome
stateBs. Thisis de nedin Figure3.

Let a frame fr, be a setof names. We use framesto
recordthe namesavailablein a particularstate. So asto
track the namesfreshly generatedy statetransitions,we
de ne thejudgmentfr As As fr to meanthatthere
is atransitionAs  As andthatthe framefr includesall
thenamesavailableat As andthattheframefr recordsthe
freshnamegeneratedby thetransition.In fact,fr is either
emptyor asingleton.

Framed Transitionsfr As As fr
I 1
fr As As fr if andonlyif
fnAs frandAs Asandfr fnAs fn As and
fr fr

Startingin a framedstatefr As a stateAs is reatable
writtenfr As As, if thereis asequencef framedtran-
sitionsfrom Asto As.

14

Framed Reachabilityfr As As
I 1
fn As fr
fr As As
frr As As fr fr fr As As
frr As As

An error stateis onewherean L eventis encountered
withouta matchingtupleL in thetuple space.

Err or Statesand Safety:

I
A stateis anerror if andonly if
it hastheform L;P AswhereL As
A proces< is safeif andonly if
thereis no errorstateAssuchthatfn P P As
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