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Abstract

We proposea new methodto check authenticity proper-
tiesof cryptographic protocols. First, codeup theprotocol
in the spi-calculus of Abadi and Gordon. Second, specify
authenticity properties by annotating the codewith corre-
spondenceassertionsin the styleof Woo and Lam. Third,
�gure out typesfor the keys, nonces,and messagesof the
protocol. Fourth, check that the spi-calculus codeis well-
typedaccording to a novel typeandeffectsystempresented
in this paper. Our maintheoremguaranteesthat anywell-
typedprotocol is robustly safe, that is, its correspondence
assertionsaretruein thepresenceof anyopponentexpress-
ible in spi.

1 Verifying Corr espondencesby Typing Spi

We propose a new methodfor analysing authenticity
propertiesof cryptographic protocols. Our proposalbuilds
on anddevelopstwo existing ideas: Woo andLam's idea
of correspondence assertionsfor specifyingauthentication
propertiesof protocols [40], and Abadi's idea of check-
ing securitypropertiesof cryptographic protocolsby type-
checking [1].

WooandLam'sideaof correspondenceassertionsisvery
simple. Startingfrom somedescriptionof thesequenceof
messagesexchangedby principals in a protocol, we anno-
tate it with labelledevents marking the progressof each
principal through theprotocol. Moreover, we divide these
events into two kinds, begin-events andend-events. Event
labels typically indicate the namesof the principals in-
volved andtheir rolesin theprotocol. For example, before
running a protocol to authenticateits presenceto another
principalB, aninitiatorA assertsabegin-event labelled“ini-
tiatorA authenticatingitself to responderB”. After satisfac-
tory completion of the protocol, the principal B assertsan
end-eventwith thesamelabel.A protocolsatis�estheseas-
sertionsif in all protocol runs,andin thepresenceof ahos-
tile opponent,every assertionof anend-eventcorresponds
to adistinct,earlierassertionof abegin-event with thesame

label.Thehostileopponentcancapture,modify, andreplay
messages,but cannot forge assertions.

Woo and Lam's paper[40] describesa formal seman-
tics for correspondence assertionsbut suggestsno veri�-
cation techniques. Marrero, Clarke, and Jha[29] basea
model-checkerfor securityprotocols oncorrespondenceas-
sertions. This paperformalises correspondenceassertions
asnew commandsin thespi-calculus[3], a concurrentpro-
gramming languageequippedwith abstractformsof cryp-
tographic primitives. We expect it would not bedif�cult to
adaptthe techniquesof this paperto otherconcurrent lan-
guages.

Thereis a variety of different formulations of authen-
ticity propertiesof protocols, andeven a little controversy
[6, 15, 26, 12]. Still, we adopt correspondenceassertions
becausethey aresimple,precise,and�e xible. They aresim-
ple annotationsof a protocol expressedasa program.They
have a precisesemantics. They are �e xible in the sense
that by annotating a protocol in different wayswe canex-
pressdifferentauthenticity intentionsandguarantees.Cor-
respondenceassertionsallow usto expresswhatLowe[26]
calls injective agreement betweenprotocol runs. In a for-
mal comparisonof authenticity properties,Focardi, Gorri-
eri, andMartinelli [13] formulatea property that system-
atically generalisesthe equationalproperties proved in the
original work on spi [3], andshow that this generalisation
is strictly weaker thanagreement. Therefore, thereis some
evidencethattheauthenticationpropertiesprovedin thispa-
perareat leastasstrongasin theoriginal work.

Abadi's idea of type-checking secrecy properties of
cryptographic protocolsin thespi-calculusis partof asurge
of interestin typesfor security. Otherwork includestype
systemsfor checkinguntrustedmobilecode[25, 31, 18], for
checking accesscontrol [24, 36], and,mostrecently, other
typesystemsfor cryptographicprimitives[34, 2]. This pa-
perdevelopssomeof theconstructsin Abadi's system,and
proposesa new typeandeffect system[14, 28] for thespi-
calculus. For a well-typedprogram containing correspon-
denceassertions,a typesafetytheoremguaranteesthepro-
gramsatis�estheassertions.

Ournew methodis thefollowing. First,codeupthepro-
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tocol in thespi-calculus. Second, specifyauthenticity prop-
ertiesexpectedof theprotocol by annotatingthecodewith
correspondenceassertions.Third, �gure out typesfor the
keys, nonces,andmessagesof theprotocol. Fourth,check
thatthespi-calculuscodeis well-typed. Thetypesafetythe-
oremguaranteesthe soundnessof the authenticity proper-
tiesspeci�ed in thesecondstep.Thetheoremassertsthese
propertieshold in thepresenceof anopponent represented
by an arbitrary spi process. Therefore, a limitation of the
theorem is that it doesnot rule out attacksthat cannotbe
expressedin the spi-calculus. On the otherhand, it does
not limit the sizeof the attacker in any way. We have ap-
plied this methodto several protocols by hand, and have
re-discovered someknown �a ws.

Our method is oneof only a few formal analysesthat
require little human effort per protocol, while putting no
bound on the size of the protocol or opponent. Other
examples include Song's mechanisation [37] of strand
spaces[38], Heatherand Schneider's algorithm [23, 21]
for computingSchneider'srankfunctions[35], andCohen's
resolution-basedtheoremprover TAPS [9]. Non-examples
include most approachesbasedon model-checking[27],
which areautomatic but require boundson the sizeof the
opponentor the protocols,andmostapproachesbasedon
theorem-proving [7, 33], which imposeno bound on oppo-
nent or protocol size,but require lengthyandexpert human
intervention.

Our method is alsooneof only a few whereanalysing
a protocol involves no exploration or enumeration of the
possiblestatesor messagesof the protocol, andso is de-
cidable evenfor protocolswith no bound on thesizeof the
principals. The only othersuchmethods we know of are
thosebasedon proof-checking belief logics [8, 16]. Like
constructinga proof in a belief logic, thework of devising
typesfor a protocol in oursystemamounts to writing down
a formal argumentexplaining theprotocol. Failing to �nd
a proof or a typingcansuggestpossibleattackson thepro-
tocol. Unlike mostbelief logics,our methodhasa precise
computationalbasis.

In this paper, we only consider type checking, not type
synthesis.Typechecking (wherethecomputerchecksuser-
de�nedtypings)is easilyseento bedecidable, andprovides
a straightforwardtop-down algorithm for protocol veri�ca-
tion. Type synthesis(wherethe computer derivesthe typ-
ingsitself) wouldbeharder.

In summary, ournew methodenjoysarareandattractive
combinationof strengths:

� It needslittle human effort perprotocol.
� It putsnobound on thesizeof theprincipals.
� It needsnostatespaceenumerationperprotocol.
� It hasaprecisecomputationalfoundation.
� It is decidable.

On the otherhand,the type systemon which our method
is basedhaslimitations. Like all typesystems,it is incom-
pletein thesensethatperfectly well-behavedcodecanfail
to type-check.For example,wehavefoundthatcertainuses
of noncescannot betype-checked. Our systemis alsolim-
ited to symmetric-key cryptography. We leave thestudyof
typesfor othercryptographic primitivesasfuture work.

Thenew technicalcontributionof thispaper is atypeand
effect systemfor proving correspondence assertionsthat
supports the cryptographic primitives of the spi-calculus.
A seriesof examples supports its usefulness. In earlier
work [17], we proposeda type systemfor proving corre-
spondenceassertionsabout non-cryptographic communica-
tion protocols in thep-calculus. Thesystemof thepresent
papercopeswith untrusted opponents,encryption primi-
tives,andsynchronisationvia noncehandshakes,additional
featuresessentialfor cryptographic protocols.

2 Programming Protocols

This sectionreviews thesyntaxandinformal semantics
of the spi-calculus, andexplains how to express a simple
protocol example asa spi-calculus program.

Abadi andGordon's spi-calculus[3] is an extensionof
Milner, Parrow, andWalker's p-calculus [30] with abstract
forms of encryption anddecryption, akin to the idealised
versions introducedby Dolev and Yao [11]. The atomic
namesof the spi-calculusrepresentthe random numbers
of cryptographic protocols, such as encryption keys and
nonces,aswell aschannels. The namegeneration opera-
tor abstractlyrepresentsthefreshgenerationof unguessable
randomnumberssuchaskeysandnonces. We candescribe
cryptographic protocolsby programming themin the spi-
calculus.

2.1 Review of the Spi­Calculus

Therearein factseveralversionsof spi. Themaindiffer-
encebetweenthespi-calculus presentedin this sectionand
the original version[3] is that eachbinding occurrenceof
a nameis annotatedwith a type,T. (We postponede�ning
the setof typestill Section4.) Choosingthesetype anno-
tationsis part of our veri�cation method; they areneeded
for type-checkingprocesses,but do not affect the runtime
behaviour of processes.

We assumean in�nite setof atomicnamesor variables,
rangedoverbym, n, x, y, andz. For thesakeof simplicity in
presenting our typesystem,this versionof thespi-calculus,
unlike the original, doesnot distinguishnamesfrom vari-
ables.Thesetof messages,whichincludesthesetof names,
is givenby thegrammarin thefollowing table.

Namesand Messages:
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m� n � x � y� z name:variable,channel, nonce,key
L � M � N :: � message

x name
�

M � N � pair
�

� emptytuple
�����

�

M � left injection
����	

�

M � right injection



M � N encryption

� A message
�

M � N � is a pair, and
�

� is an empty tu-
ple. With theseprimitiveswe candescribeany �nite
record.

� Messages
�����

�

M � and
����	

�

M � aretaggedunions, dif-
ferentiatedby thedistinct tags

�����

and
����	

. With these
primitiveswecanencodeany �nite taggedunion.

� A message



M � N is the ciphertext obtained by en-
crypting theplaintext M with thesymmetrickey N.

We regard messagesas abstractrepresentations of the bit
stringsmanipulatedbycryptographic protocols.Weassume
thereis enough redundancy in the format that we cantell
apart thedifferentkindsof messages.

Thesetof processesis de�ned by thegrammar:

Processes:

O � P� Q � R:: � process

���� M N output

�����

M
�

x:T � ;P input
�

��� �

� M
�

�

�

x:T � y:U � ;P pairsplitting
������� M

�

�

�����

�

x:T � P
�

�

����	

�

y:U � Q union case
�

���

	����

� M
�

�




x:T � N;P decryption
�������� M

�

� N;P name-check
�

��!

�

x:T � ;P name generation
P " Q composition

	

�

�

����� P replication
�#�#


�

inactivity

Theseprocessesare:
� Processes
���� M N and

�����

M
�

x:T � ;P areoutput and
input, respectively, alonganasynchronous, unordered
channel M. If anoutput 
���� x N runsin parallelwith
an input

�����

x
�

y� ;P, the two caninteractto leave the
residual processP




y$ M � .
� A process �

��� �

� M
�

�

�

x:T � y:U � ;P splitsthepairM into
its two components. If M is

�

N � L � , theprocessbehaves
asP




x$ N �




y$ L � . Otherwise,it deadlocks, that is,
doesnothing.

� A process�����%� M
�

�

�����

�

x:T � P
�

�

����	

�

y:U � Q checks
thetaggedunionM. If M is

�����

�

L � , theprocessbehaves
asP




x$ L � . If M is
����	

�

N � it behavesasQ



y$ N � .
Otherwise,it deadlocks.

� A process
�

���

	&���

� M
�

�




x:T � N;P decrypts M using
key N. If M is




L � N, theprocessbehavesasP



x$ L � .
Otherwise,it deadlocks. We assumethereis enough
redundancy in the representationof ciphertexts to de-
tectdecryption failures.

� A process�������� M
�

� N;P checks themessagesM and
N arethesamenamebefore executing P. If theequal-
ity testfails, theprocessdeadlocks.

� A process
�

�'!

�

x:T � ;P generatesanew namex, whose
scopeis P, andthenrunsP.

� A processP " Q runs processesP andQ in parallel.
� A process

	

�

�

����� P replicatesP arbitrarily often. So
	

�

�

����� P behaveslikeP "

	

�

�

����� P.
� Theprocess���#


�

is deadlocked.

Eachbinding occurrenceof anamebearsatypeannotation.
Thesetypesplaya role in type-checkingbut havenoroleat
runtime; they donotaffecttheoperationalbehaviour of pro-
cesses.In examples,for thesake of brevity, we sometimes
omit typeannotations.

The free andbound namesof a processarede�ned in
the normal way. We write P




x$ N � for the outcome of
a capture-avoiding substitutionof the messageN for each
freeoccurrenceof thenamex in theprocessP. We identify
processesup to the consistentrenaming of bound names,
for example wheny (

) fn
�

P� , we equate
�

�'!

�

x:T � ;P with
�

��!

�

y:T � ;
�

P



x$ y ��� . We will often elide ���#


�

from the
endof processes,andwewill write 
*��� x M;P asshorthand
for 
���� x M " P.

2.2 Programming an Example

This sectionshows how to program a simple crypto-
graphic protocol in spi. The protocol is intended to allow
a �x edprincipal A to senda seriesof messagesto another
�x edprincipal B via a public channel, assumingthey both
shareasecretkey K.

In a common notation, we can summarise this �a wed
protocol asfollows:

Message1 A + B :



M � K

Although standard,this notation leaves implicit detailsof
bothprotocol behaviour andsecuritygoals.Oneof theorig-
inal purposesof thespi-calculus wasto make protocol be-
haviour explicit in an executableformat. We canprogram
theprotocol in spi asfollows.

First, we describethe behaviour of the senderand re-
ceiver.

FlawedSender
�

net� key�

D
�

	

�

�

�����

�

�'!

�

msg� ;

*��� net




msg� key

FlawedReceiver
�

net� key�

D
�

	

�

�

�����

�����

net
�

ctext � ;
�

���

	����

� ctext
�

�




msg� key
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Theseare:
� The processFlawedSender

�

net� key� is the senderA,
parameterizedonnet(thenameof thepublic channel)
andkey (the sharedsecretkey). It repeatedly gener-
atesa freshnamemsg, andthensendsthe ciphertext




msg� key onthepublic netchannel.
� The processFlawedReceiver

�

net� key� is the receiver
B, parameterizedonnetandkey It repeatedly receivesa
messageon thepublicnetchannel, binds it to variable
ctext, andattemptsto decrypt it with key key.

We specify the behaviour of the whole systemrunning in
theprotocol by generating afreshnamekey—thesharedse-
cret key—and then by placing the senderand receiver in
parallel.

FlawedSystem
�

net� done�

D
�

�

�'!

�

key� ;
�

FlawedSender
�

net� key� " FlawedReceiver
�

net� key�%�

Most protocols analysed with the spi-calculus have been
programmedin this style.

3 SpecifyingProtocols

WooandLam[40] introducecorrespondenceassertions,
a method for specifying protocol authenticity properties,
suchaspropertiesthatareviolated by replayor man-in-the-
middle attacks.Themethod dependsonprincipalsasserting
labelledbegin- andend-eventsduring the courseof a pro-
tocol. Theideais thateachend-eventshouldcorrespondto
a distinct,preceding begin-event with thesamelabel. Oth-
erwisethereis anerrorin theprotocol. We formalizethese
ideasbyadding begin- andend-eventannotationstospipro-
cesses.

3.1 A Spi­Calculus with Corr espondence Asser­
tions

First,we introducethefollowing notationfor events,us-
ing messagesaslabels.

Events:
�

���

���

L begin-event labelledwith messageL
�

�
�

L end-eventlabelledwith messageL

Second, weaddprocessesto assertbegin- andend-events.

Processes:

O � P� Q � R:: � process
����� asin Section2.1

�

���

���

L;P begin-assertion
�

�
�

L;P end-assertion

Assertionsareautonomous in that they act independently
without any synchronisationwith otherprocesses.

� Thebegin-assertion
�

���

���

L;P autonomously assertsa
�

���

���

L event,andthenbehavesasP.
� The end-assertion�

� �

L;P autonomously assertsan
�

� �

L event, andthenbehavesasP.

Giventhis informal semantics,we give an informal de�ni-
tion of processsafety. (Weformalizethesede�nitionsin the
full versionof thepaper.)

Safety:

A processP is safeif andonly if
for everyrunof theprocessandfor every L,

thereis adistinct
�

���

���

L event for every �

� �

L event.

For example:

� Process
�

���

���

L; �

�
�

L is safe.
� Process

�

���

���

L; �

�
�

L; �

�
�

L is unsafebecauseof the
unmatched�

�
�

L.
� Process

�

���

���

L;
�

���

���

L; �

�
�

L is safe;theunmatched
�

���

���

L doesnotaffectsafety.
� Process

�

���

���

L;
�

���

���

L; �

�
�

L; �

�
�

L is safe; here
therearetwo correspondences,bothnamedL.

� Process
�

���

���

L; �

�
�

L;
�

���

���

L � ; �

�
�

L � is safe.
� Process

�

���

���

L; �

�
�

L � ;
�

���

���

L � ; �

�
�

L is unsafe.

Safety doesnot require begin- and end-assertionsto be
properly bracketed:

� Process
�

���

���

L;
�

���

���

L � ; �

�
�

L � ; �

�
�

L is safe.
� Process

�

���

���

L;
�

���

���

L � ; �

�
�

L; �

�
�

L � is safe.

Finally, considertheparallelprocess
�

���

���

L "

�

�
�

L. This
processeitherassertsa

�

���

���

L event followed by an �

�
�

L
event, or it assertsan �

�
�

L event followed by a
�

���

���

L
event. Becauseof thelatterrun, theprocessis unsafe.

We aremainly concernednot just with safety, but with
safety in the presence of an arbitrary hostile opponent,
which we call robust safety. (This useof “robust” to de-
scribea property invariantundercomposition with an ar-
bitrary environment follows Grumberg andLong [19]). In
the untypedspi-calculus[3], the opponent is modelledby
an arbitrary process. In our typedspi-calculus,we do not
consider completely arbitrary attackerprocesses,but restrict
ourselvesto opponentprocessesthatsatisfytwo mild con-
ditions:

� Opponentscannot assertevents: otherwise,noprocess
wouldberobustlysafe,becauseof theopponent �

�
�

x.
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� Opponents are not required to be well-typed: we
model thisusingatype �

�

for untyped,untrusteddata.
This is discucssedfurther in Section4

Opponentsand Robust Safety:

A processP is assertion-freeif andonly if
it containsnobegin- or end-assertions.

A processP is untypedif andonly if
theonly typeoccurring in P is �

�

.
An opponentO is anassertion-freeuntypedprocess.
A processP is robustlysafeif andonly if

P " O is safefor everyopponentO.

3.2 Specifyingthe Example

Recall the protocol exampleof Section2.2. Two �x ed
principalsA andB sharea key K with which A sendsa se-
quence of messagesto B. We introduce begin- and end-
events labelledM for eachmessageM. Thesenderassertsa
begin-event labelledM before sendingM, andthereceiver
assertsanend-eventlabelledM aftersuccessfullyreceiving
amessageM.

We expressthis ideainformally asfollows:

Event 1 A begins M
Message1 A + B :




M � K
Event 2 B ends M

We expressthe idea formally by insertingassertionpro-
cessesinto the spi-calculusdescriptions of the senderand
receiver. We updateourde�nitions asfollows.

CheckedSender
�

net� key�

D
�

	

�

�

�����

�

��!

�

msg� ;
�

���

���

msg;

���� net




msg� key

CheckedReceiver
�

net� key�

D
�

	

�

�

�����

�����

net
�

ctext � ;
�

���

	&���

� ctext
�

�




msg� key;
�

�
�

msg

CheckedSystem
�

net�

D
�

�

�'!

�

key� ;
�

CheckedSender
�

net� key� " CheckedReceiver
�

net� key�%�

Next, we preciselystatetheauthenticity propertywe desire
(but thatis actuallyviolatedby theprotocol).

Authenticity: TheprocessCheckedSystem
�

net� is robustly
safe.(Breaks.)

If the protocol is safe,each �

�
�

msghasa distinct corre-
sponding

�

���

���

msg, andthereforeB acceptseachmessage
no moretimesthanA sentit. Moreover, if the protocol is
robustly safe,noattackercanviolatethis property.

It is easyto prove that this protocol is safe,sincethe
protocol itself neverduplicatesmessages.Still, theprotocol

is not robustlysafesincea suitableattacker canviolatethis
safetyproperty.

Attacker
�

net�

D
�

�����

net
�

ctext � ; 
*��� net
�

ctext � ; 
���� net
�

ctext �

Thisattackercarriesoutareplayattackonthesystem,caus-
ing the receiver to assert�

� �

msgtwice, even though the
senderhasonly asserted

�

���

���

msgonce.

3.3 Fixing the Example

A standardcountermeasure againstreplayattacksis to
include a nonce, a randomly generated bit-string, in each
ciphertext to ensureits uniqueness.The following variant
of our protocol is now initiatedby the receiver, who sends
anew nonceN to thesender, to guardagainst replaysof the
encryptedform of themessageM.

Event 1 A begins M
Message1 B + A : N
Message2 A + B :




M � N � K
Event 2 B ends M

In the spi-calculus, noncesarerepresented by names, and
creationof freshnoncesby namegeneration. We program
therevisedprotocolasfollows:

FixedSender
�

net� key�

D
�

	

�

�

�����

�����

net
�

nonce� ;
�

��!

�

msg� ;
�

���

���

msg;

���� net




msg� nonce� key

FixedReceiver
�

net� key�

D
�

	

�

�

�����

�

��!

�

nonce� ;

���� netnonce;

�����

net
�

ctext� ;
�

���

	����

� ctext
�

�




msg� nonce� � key;
�������  nonce

�

� nonce� ;
�

�
�

msg

Theprocess�������  nonce
�

� nonce� ;P checksthatnonceand
nonce� arethesamenamebefore executing P. For thesake
of simplicity, in this example and others in the paperwe
omit errorrecovery code:upon receiving a ciphertext con-
taininganunexpectednonce,aninstanceof thereceiver just
terminates.Thewholesystemandits authenticity property
arenow:

FixedSystem
�

net�

D
�

�

�'!

�

key� ;
�

FixedSender
�

net� key� " FixedReceiver
�

net� key���

Authenticity: The processFixedSystem
�

net� is robustly
safe.

Given our modi�cations, this property is true. A direct
proof is possible,but tricky, sincewemustquantify overall
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possibleattackers. The original paperon the spi-calculus
includesa veri�cation via equational reasoning of a proto-
col similar to thatembodiedin FixedSystem

�

net� . Thepoint
of ourtypesystem,presentednext, is to provideanef�cient
wayof proving thisspeci�cation,andotherslike it.

4 Typing Protocols

This section describesthe heart of our method for
analysingauthenticity propertiesof protocols: a dependent
type and effect systemfor statically verifying correspon-
denceassertionsby type-checking.

4.1 Typesfor Messages

Thereis an objection in principle to a securityanalysis
basedon type-checkingprocesses:it maybereasonable to
assumethat honestprincipals conform to typing rules,but
it is imprudentto assumethesameof theopponent.As pre-
viously discussed,ourgeneralmodelof theopponentis any
untyped,assertion-freeprocess. The objection to a typed
analysisis thatwemaymissattacksby ruling outprocesses
thathappennot to conform to our typing rules. On the in-
ternet,famously, nobody knows you're a dog. Likewise,
nobodyknowsyour codefailedthetype-checker.

To answerthis objection, Abadi [1] introducesan un-
trustedtype(which we call �

�

) for public messages,those
exposedto the opponent. Every messageandevery oppo-
nent is typable if all their freevariablesareassignedthe �

�

type. Thetyperepresentstheunconstrainedmessagesthat
an arbitrary processmanipulates. Sinceany opponentcan
be typedin this trivial way we have not limited the power
of opponents.

To illustratethis,herearesomeinformal typing rulesfor
messagesandprocesses(for brevity, we elidesometechni-
cal requirementson freenames). Messagesof the �

�

type
maybeoutput, input,paired,split apart,encrypted,andde-
crypted,with noconstraints.

� If M : �

�

andN : �

�

then 
���� M N is well-typed.
� If M : �

�

andP is well-typed
then

�����

M
�

x: �

�

� ;P is well-typed.
� If M : �

�

andN : �

�

then
�

M � N � : �

�

.
� If M : �

�

andP is well-typed
then �

��� �

� M
�

�

�

x: �

�

� y: �

�

� ;P is well-typed.
� If M : �

�

andN : �

�

then



M � N : �

�

.
� If M : �

�

andN : �

�

andP is well-typed
then

�

���

	&���

� M
�

�




x: �

�

� N;P is well-typed.

Whenmodelling protocols, we assumethat all the names
andmessagesexposedto theopponent—representingpub-
lic dataandchannels—areof this type. Namesandmes-

sagesnot publicly disclosedmay be assignedother types,
known astrustedtypes.

Messagesof thetrustedtype �

�

�

�

T � aresymmetrickeys
for encrypting messagesof typeT. Whenencrypting with
a �

�

�

�

T � , theplaintext musthave typeT, andtheresulting
ciphertext is given untrustedtype. Using the rulesabove
for �

�

, we cansendandreceive ciphertexts on untrusted
channels. Whendecrypting with a �

�

�

�

T � , if we succeed
we know the plaintext musthave beenencryptedwith the
samekey, andthereforeour typing rulesassignit typeT.

� If M : T andN : �

�

�

�

T � then



M � N : �

�

.
� If M : �

�

andN : �

�

�

�

T � andP is well-typed
then

�

���

	����

� M
�

�




x:T � N;P is well-typed.

The remaining trustedtypesaremorestandard. Messages
of type �

�

�

T � arechannelscommunicatingdataof typeT.
Messagesof type

�

x:T � U � are dependent pairs wherethe
�rst elementhastypeT andthesecondelement hastypeU.
The variable x is bound, andhasscopeU. (The needfor
suchdependenttypesariseslater, whenweintroducea type
for nonces.)Theonly messageof the emptytuple type

�

�

is the emptytuple
�

� . Messagesof typeT � U aretagged
unions.A union of typeT � U is eitherof theform

�����

�

M �

whereM hastypeT, orof theform
����	

�

N � whereN hastype
U. Otherbasetypessuchas

���

� or
�


�


�

���

�

couldeasilybe
addedto this language: we expectthey would produce no
technical dif�culties.

Types:

T � U :: � type
�

�

untrustedtype
�

�

�

�

T � shared-key type
�

�

�

T � channel type
�

� emptytupletype
�

x:T � U � dependentpair type
T � U varianttype

4.2 Effects for Processes

Our effect systemtracksthe unmatchedend-assertions
of aprocess.In its mostbasicform, ourmainjudgment

P : �

�

�
�

L1 �

��� �

�

�

�
�

Ln �

meansthattheeffect �

�

�
�

L1 �

� ���

�

�

�
�

Ln �

, is anupperbound
on themultiset(or unorderedlist) of end-eventsthatP may
assertwithout assertinga matchingbegin-event. Hence,if
P : �

�

theneveryend-eventin P hasamatching begin-event,
thatis, P is safe.

Let e standfor anatomiceffect. Onekind of atomicef-
fect is �

�
�

L. Thesecondkind is � ������ N; we explain later
its useto track noncename-checking. Let esstandfor an

6



effect, that is, a multiset � e1 �

��� �

� en �

of atomiceffects. We
write es� es� for themultisetunionof thetwo multisetses
andes� , thatis, theirconcatenation.Wewrite es� es� for the
multisetsubtractionof es� from es, that is, the outcome of
deletinganoccurrenceof eachatomiceffect in es� from es.
If anatomiceffectdoes notoccurin aneffect,thendeleting
theatomiceffect leavestheeffectunchanged.

Tracking Corr espondencesin SequentialCode

Given this notation, the typing rules for
�

���

���

L;P and
�

� �

L;P areessentially:

� If P : esthen
�

���

���

L;P :
�

es � �

�

� �

L
�

� .
� If P : esthen �

� �

L;P :
�

es� �

�

� �

L
�

� .

Theserulesareenoughtocheckcorrespondencesin sequen-
tial code,for example:

�

�

�
�

L : �

�

�
�

L
�

�

�

���

���

L; �

�
�

L : �

�

�

�

�
�

L; �

�
�

L : �

�

�
�

L �

�

�
�

L
�

�

�

���

���

L; �

�
�

L; �

�
�

L : �

�

�
�

L
�

�

�

���

���

L;
�

���

���

L; �

�
�

L; �

�
�

L : �

�

Transferring EffectsbetweenParallel Processes

Ourrulesfor assigningeffectsto communicationsandcom-
positionsaresimilarto thosein previouswork oneffectsys-
temsfor thep-calculus [10, 17].

� If M : �

�

�

T � andN : T then 
*��� M N : �

�

.
� If M : �

�

�

T � andP : esthen
�����

M
�

x:T � ;P : es.
� If P : esP andQ : esQ thenP " Q :

�

esP � esQ � .

Whencomputing theeffect of thecompositionP " Q of two
processes,we simply compute themultisetunion of theef-
fectsof the processes.This rule in itself doesnot allow a
begin-assertionin P, say, to account for an end-assertion
in Q. Somehow we needto be ableto show that temporal
precedencesareestablishedbetweenparallelprocesses.Re-
call our FixedSystemexample: we needto show thata dis-
tinct

�

���

���

msgprecedeseach�

�
�

msg, even though these
assertionsarerunning in parallel.

Typing NonceHandshakes

A nonce handshake guarantees temporal precedence be-
tweenevents in parallelprocesses.In this paper, we con-
sidera particular idiom for noncehandshakes, referred to
by GuttmanandThayer as incoming tests[20]. Other id-
iomsarepossible,for exampleGuttmanandThayer's out-
going tests, but we leave thesefor future work. Incoming
testsbreakdown into severalsteps.

(1) Thereceiver createsa freshnonce andpublishesit.

(2) Thesenderembedsthenoncein a ciphertext.

(3) Thereceiver looksfor thenonce in a received cipher-
text.

(4) To avoid vulnerability to replayof messagescontain-
ing the nonce, the receiver subsequently discardsthe
nonceandno longerlooksfor it.

We type-checkthesefour stepsasfollows.

(1) Thereceiver createsthenonceN in theuntrustedtype
�

�

. This allows the nonce to besenton an untrusted
channel, andre�ects thatit canbereceivedandcopied
by theopponentaswell asthesender.

(2) Thesenderembedsthenoncein aciphertext asames-
sageof anew trustedtype

�




�

��� es, whereesis anef-
fect. ThesendercaststhenonceN : �

�

to this trusted
typeusingthenew process������� N

�

�

�

x:
�




�

�'� es� ;P.
At runtime,thisprocesssimplybindsthemessageN to
thevariablex of type

�




�

�'� es, andthenrunsP. The
senderusesthe variablex to embed the nonce in the
ciphertext.

(3) After decrypting a ciphertext containing a nonce
N � :

�




�

�'� es, the receiver uses a name-check
�������  N

�

� N � ;Q to checkfor thenonceN : �

�

which
it madepublic earlier. Only a castcanpopulate the
type

�




�

��� es. So the presenceof the messageN � :
�




�

�'� esprovestherewasa preceding execution of a
castprocess.

(4) To guaranteethat eachnonce N is the subjectof no
morethanonename-check,weintroduceanew atomic
effect, written �������  N. We include �������� N in the
effectof aname-check � ������ N

�

� N � ;Q onanonceN.
Whenchecking namegeneration

�

�'!

�

N: �

�

� ;P, we
checkthat � ������ N occursatmostoncein theeffectof
P. This guaranteesthat eachfreenameis thesubject
of nomore thanonename-check.

In summary, our type and effect systemprovides a so-
lution to the problem of guaranteeing temporal prece-
dences betweenparallel processes: for every success-
ful execution of a process�������� N

�

� N � ;Q, where N � :
�




�

�'� es, thereis a distinct preceding execution of a pro-
cess�����#� N

�

�

�

x:
�




�

�'� es� ;P, evenif thename-checkand
thecastarein parallelprocesses.

The following rules for computing the effect of casts
andname-checksexploit this temporalprecedence. They
allow us to guaranteeby typing that thoseend-eventsfol-
lowing thename-checkandlistedin theeffectesof thetype

�




�

�'� esarematchedby distinctbegin-events thatprecede
thecast. This effect is transferred from thename-checkto
thecast;theeffect esis addedto theeffect of a cast,andis
subtractedfrom theeffectof aname-check.
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� If N : �

�

andP : esP
then �����#� N

�

�

�

x:
�




�

�'� es� ;P :
�

esP � es� .
� If N : �

�

andN � :
�




�

��� esandQ : esQ
then � ������ N

�

� N � ;Q :
���

esQ � es� � �

� ������ N
�

� .
� If P : esP then

�

�'!

�

N � ;P :
�

esP � �

� ������ N
�

� .

In Section4.4wegiveanexampleof thesetyperules,show-
ing thattheFixedSystem

�

net� is robustlysafe.

Effectsand Atomic Effects

Giventhesemotivations for andexamplesof assigningef-
fectsto processes,hereis thegrammarof effectsandatomic
effects.

Effects:

e� f :: � atomiceffect
�

�
�

L end-eventlabelledwith messageL
�������� N name-checkfor a nonceN

es� fs :: � effect
� e1 �

��� �

� en �

multisetof atomiceffects

Effects containno namebinders, so the free namesof an
effect arethefreenamesof themessagesthey contain.We
write es




x$ M � for theoutcomeof acapture-avoidingsub-
stitutionof themessageM for eachfreeoccurrenceof the
namex in theeffect es.

Additional Typesand Processes

We endthis sectionby completingthe grammarsof types
andprocesseswith thenew typeandnew processesweneed
for typingnoncehandshakes.

Types:

T � U :: � type
����� asin Section4.1

�




�

��� es nonce type

The free namesof a type are de�ned in the usual way,
wherethe only binder is x beingbound in U in the type

�

x:T � U � . For example, x is freein
�




�

���

�

� ������ x
�

but not
in

�

x: �

�

�

�




�

�'�

�

�������  x
�

� . We write T



x$ M � for theout-
comeof a capture-avoiding substitutionof the messageM
for eachfreeoccurrenceof thenamex in thetypeT.

As weexplained,weaddaprocessto castuntrusteddata
intononcetype.Moreover, weaddanew processfor pattern
matching pairs.

Processes:

O � P� Q � R:: � process
� � � asin Sections2.1and3.1

������� M
�

�

�

x:T � ;P castto noncetype
� ������� M

�

�

�

N � y:U � ;P pairpatternmatching

In a process�����#� M
�

�

�

x:T � ;P, the namex is bound; its
scopeis theprocessP. In aprocess� ����� � M

�

�

�

N � y:U � ;P,
thenamey is bound; its scopeof theprocessP.

� The process�����#� M
�

�

�

x:T � ;P caststhe messageM
to thetypeT, by binding thevariablex to M, andthen
running P. (Thisprocesscanonlybetypedby ourtype
systemif T is of theform

�




�

��� es.)
� The process � ����� � M

�

�

�

N � y� ;P is similar to
�

��� �

� M
�

�

�

x � y� ;P except that it checks that the �rst
componentof M is equal to N beforeextracting the
secondcomponent(which is bound to y in P). If the
equalitytestfails, thentheprocessdeadlocks.

Pair patternmatching is usedin the protocol examples in
Appendix A.

4.3 Typing Rules

In this section,we formally de�ne thejudgmentsof our
typeandeffectsystem.

Thesejudgmentsall dependon anenvironment, E, that
de�nes thetypesof all variablesin scope.An environment
takes the form x1:T1 �

� ���

� xn:Tn andde�nes the type Ti for
eachvariable xi . Thedomain, dom

�

E � , of anenvironment
E is thesetof variableswhosetypesit de�nes.

Envir onments:

D � E :: � environment
�

empty
E � x:T entry

dom
�

x1:T1 �

� ���

� xn:Tn �

D
�




x1 �

��� �

� xn �

domainof anenvironment

Thefollowing arethe� ve judgments of our typeandeffect
system.They areinductively de�ned by rulespresented in
thefollowing tables.

JudgmentsE � J:

E ��� goodenvironment
E � es goodeffectes
E � T goodtypeT
E � M : T goodmessageM of typeT
E � P : es goodprocessP with effectes

Rulesfor Envir onments:

(Env
�

)

�

���

(Env x) (wherex (

) dom
�

E � )
E � T

E � x:T ���
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Thesestandardrulesde�ne anenvironment x1:T1 �

�����

� xn:Tn
to be well-formedjust if eachof the namesx1, . . . , xn are
distinct,andeachof thetypesTi is well-formed.

Rulesfor Effects:

(Effect
�

)
E ���

E �

�

(EffectEnd)
E � es E � L : T

E � es� �

�

� �

L
�

(EffectCheck)
E � es E � N : �

�

E � es� �

� ������ N
�

Theserulesde�ne an effect � e1 �

��� �

� en �

to be well-formed
just if for eachatomiceffectei

�

�

� �

L, messageL hastype
T for sometypeT, andfor eachatomiceffectei

�

� ������ N,
messageN hastype �

�

.

Rulesfor Types:

(Type Un)
E ���

E � �

�

(TypeChan)
E � T

E � �

�

�

T �

(TypePair)
E � x:T � U

E �

�

x:T � U �

(Type Unit)
E ���

E �

�

�

(Type Variant)
E � T E � U

E � T � U

(TypeKey)
E � T

E � �

�

�

�

T �

(TypeNonce)
E � es

E �

�




�

�'� es

According to theserulesa typeis well-formedjust if every
effect occurring in thetypeis itself well-formed.

Next, wepresent therulesfor deriving thejudgmentE �

M : T that assignsa type T to a messageM. We split the
rulesinto threetables:�rst, the rule for variables; second,
rulesfor manipulatingdataof trustedtype;andthird, rules
for assigningtheuntrustedtypeto arbitrarymessages.

Rule for Variables:

(Msgx)
E � � x:T � E � � ���

E � � x:T � E � � � x : T

Rulesfor Messagesof Trusted Type:

(MsgPair)
E � M : T E � N : U




x$ M �

E �

�

M � N � :
�

x:T � U �

(MsgUnit)
E ���

E �

�

� :
�

�

(Msg Inl)
E � M : T E � U

E �

�����

�

M � : T � U

(Msg Inr)
E � T E � N : U

E �

����	

�

N � : T � U

(MsgEncrypt)
E � M : T E � N : �

�

�

�

T �

E �




M � N : �

�

Rulesfor Messagesof Untrusted Type:

(MsgPair Un)
E � M : �

�

E � N : �

�

E �

�

M � N � : �

�

(MsgUnit Un)
E ���

E �

�

� : �

�

(Msg Inl Un)
E � M : �

�

E �

�����

�

M � : �

�

(Msg Inr Un)
E � N : �

�

E �

����	

�

N � : �

�

(MsgEncrypt Un)
E � M : �

�

E � N : �

�

E �




M � N : �

�

Recallfrom Section4.1 theprinciple thatany messagecan
be assignedthe untrustedtype �

�

, provided its free vari-
ablesarealsountrusted.Usingjust therulesin the�rst and
third tablesof messagetypingrules,wecanprove:

Lemma 1 If fn
�

M �

�




x1 �

� ���

� xn � thenx1: �

�

�

� ���

� xn: �

�

�

M : �

�

.

A messagemaybeassignedbotha trustedandanuntrusted
type.For example:

� x: �

�

� y: �

�

�

�

x � y� :
�

z: �

�

� �

�

� by (MsgPair)
� x: �

�

� y: �

�

�

�

x � y� : �

�

by (MsgPair Un)

Finally, we presentthe rules for assigningeffects to pro-
cesses.To statetherule for name-generationwe introduce
the notion of a generative type. A type is generative if it
is untrustedor if it is a key or channel type. A process

�

��!

�

x:T � ;P is only well-typedif T is generative. This rule
preventsthefreshgenerationof namesof, for example, the

�




�

�'� estype; it is crucial to our systemthattheonly way
of populatingthis typeis via a ������� process.

Generative Types:

A typeis generativeif andonly if
it takestheform �

�

�

T � , �

�

, or �

�

�

�

T � .

BasicRulesfor Processes:

(ProcBegin)
E � L : T E � P : es

E �

�

���

���

L;P : es� �

�

�
�

L
�

(ProcEnd)
E � L : T E � P : es

E �

�

�
�

L;P : es� �

�

�
�

L
�

(ProcPar)
E � P : es E � Q : fs

E � P " Q : es� fs

(ProcRepeat)
E � P : �

�

E �

	

�

�

����� P : �

�

(ProcStop)
E ���

E �

�#�#


�

: �

�

(ProcRes)(wherex (

) fn
�

es � �

�������  x
�

� )
E � x:T � P : es T is generative

E �

�

��!

�

x:T � ;P : es � �

� ������ x
�
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(ProcSubsum)
E � P : es E � es�

E � P : es� es�

We discussedinformal versions of the rules(ProcBegin),
(ProcEnd),(ProcPar),and(ProcRes)previously. Therule
(ProcRepeat)requirestheeffectof thereplicatedprocessP
to beempty. Therule (ProcStop)saystheinactive process
hasemptyeffect. Theeffect of a processis anupperbound
on the behaviour of a process; the rule (ProcSubsum) al-
lowsusto weakenthisupperboundby enlarging theeffect.

The rule (Proc Case),in the following table, usesan
operator � de�ned as follows. Let the multiset ordering
es � es� meanthereis aneffectes� � suchthates� es� �

� es� .
Thenwewrite es� es� for theleasteffect es� � in thisordering
suchthatbothes � es� � andes��� es� � .

Rulesfor ProcessesManipulating Trusted Types:

(ProcOutput)
E � x : �

�

�

T � E � M : T

E �


*��� x M : �

�

(ProcInput) (where y (

) fn
�

es� )
E � x : �

�

�

T � E � y:T � P : es

E �

�����

x
�

y:T � ;P : es

(ProcSplit) (wherex (

) fn
�

es� andy (

) fn
�

es� )
E � M :

�

x:T � U � E � x:T � y:U � P : es

E �

�

��� �

� M
�

�

�

x:T � y:U � ;P : es

(ProcMatch)(where y (

) fn
�

es� )
E � M :

�

x:T � U � E � N : T E � y:U



x$ N � � P : es

E �

�
����� � M

�

�

�

N � y:U



x$ N ��� ;P : es

(ProcCase)(wherex (

) fn
�

es� andy (

) fn
�

fs� )
E � M : T � U E � x:T � P : es E � y:U � Q : fs

E �

������� M
�

�

�����

�

x:T � P
�

�

����	

�

y:U � Q : es� fs

(ProcDecrypt)(wherex (

) fn
�

es� )
E � M : �

�

E � y : �

�

�

�

T � E � x:T � P : es

E �

�

���

	&���

� M
�

�




x:T � y;P : es

(ProcCast)(wherex (

) fn
�

es� )
E � M : �

�

E � x:
�




�

�'� fs � P : es

E �

�����#� M
�

�

�

x:
�




�

�'� fs� ;P : es� fs

(ProcCheck)
E � M : �

�

E � N :
�




�

�'� fs E � P : es

E �

� ������ M
�

� N;P :
�

es� fs� � �

�������  M
�

We discussedinformal versions of the rules (Proc Input),
(Proc Output), (Proc Cast),and (Proc Check)previously.

Rule (Proc Split) is a standardrule to allow a pair M :
�

x:T � U � to be split into two componentsnamedx:T and
y:U, wherex may occur free in the type U. The condi-
tionsx (

) fn
�

es� andy (

) fn
�

es� prevent thebound variables
x andy from appearing out of scopein theeffect es. In the
rule (ProcMatch),themessageN : T is meantto matchthe
�rst componentof the pair M :

�

x:T � U � , and the variable
y:U getsbound to thesecondcomponent. Again, thecon-
dition y (

) fn
�

es� preventsy from appearing out of scopein
es. Therule (ProcCase)is a standardrule for checking in-
spectionsof taggedunions. In therule (ProcDecrypt), the
ciphertext M is of untrustedtype, �

�

, the key y is of type
�

�

�

�

T � , andtheplaintext, boundto x, hastypeT. Thecon-
dition x (

) fn
�

es� preventsx from appearing out of scopein
theeffectes.

Rulesfor ProcessesManipulating Untrusted Types:

(ProcOutputUn)
E � M : �

�

E � N : �

�

E �


*��� M N : �

�

(ProcInputUn) (wherey (

) fn
�

es� )
E � M : �

�

E � y: �

�

� P : es

E �

�����

M
�

y: �

�

� ;P : es

(ProcSplit Un) (wherex (

) fn
�

es� andy (

) fn
�

es� )
E � M : �

�

E � x: �

�

� y: �

�

� P : es

E �

�

��� �

� M
�

�

�

x: �

�

� y: �

�

� ;P : es

(ProcMatchUn) (wherey (

) fn
�

es� )
E � M : �

�

E � N : �

�

E � y: �

�

� P : es

E �

�
������� M

�

�

�

N � y: �

�

� ;P : es

(ProcCaseUn) (wherex (

) fn
�

es� andy (

) fn
�

fs� )
E � M : �

�

E � x: �

�

� P : es E � y: �

�

� Q : fs

E �

������� M
�

�

�����

�

x: �

�

� P
�

�

����	

�

y: �

�

� Q : es� fs

(ProcDecryptUn) (wherex (

) fn
�

es� )
E � M : �

�

E � N : �

�

E � x: �

�

� P : es

E �

�

���

	����

� M
�

�




x: �

�

� N;P : es

(ProcCastUn) (where x (

) fn
�

es� )
E � M : �

�

E � x: �

�

� P : es

E �

�����#� M
�

�

�

x: �

�

� ;P : es

(ProcCheckUn)
E � M : �

�

E � N : �

�

E � P : es

E �

�������  M
�

� N;P : es

Theserulesaresimilar to thosein theprevioustablein how
they computeeffectsof processes,but differ in thatall mes-
sagesareof untrustedtype.Theserulesareneededto type-
checkopponents.
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Our rulesfor processesconform to theprinciple, stated
in Section4.1,thatany opponentcanbetypedif all its free
variablesareassignedthetype �

�

.

Lemma 2 (OpponentTypability) If O is an opponent,
that is, an untyped, assertion-free process,and fn

�

O�

�




x1 �

�����

� xn � thenx1: �

�

�

� ���

� xn: �

�

� O : �

�

.

The following theorem, proved in the full versionof this
paper, saysa processis safeif it canbeassignedtheempty
effect.

Theorem1 (Safety) If E � P : �

�

thenP is safe.

Combined,Lemma2 (OpponentTypability) andTheorem1
(Safety) establishour main result,that our type andeffect
systemguaranteesrobustsafety.

Theorem2 (Robust Safety) If x1: �

�

�

� ���

� xn: �

�

� P : �

�

thenP is robustlysafe.

4.4 Typing the Example

Our exampleFixedSystem
�

net� from Section3.3 usesa
nonce handshake over the public channel net to transfer
messagesfrom the senderto the receiver. Herewe show
how to prove the example's correspondence assertionsby
choosingsuitabletypesandadding acastprocess.

Any publicchannel shouldbeaccessibleto theopponent,
sowe assignnet theuntrustedtype �

�

, andsincenonceis
senton thesechannels, they too must have the untrusted
type.We �x somearbitrary typeMsgandassumeeachmsg
is of this type. To type-checkthecorrespondencebetween
begin- andend-assertionsmadeby thesenderandreceiver,
respectively, we adda castprocessto thesenderto castthe
nonceinto thetype

�




�

���

�

�

�
�

msg
�

. Therefore,theshared
key hastype �

�

�

�

msg:Msg� nonce:
�




�

�'�

�

�

�
�

msg
�

� ; the
�rst componentof theciphertext is theactualmessage,and
thesecondcomponentis a nonce proving it is safeto assert
an �

�
�

msgevent.
Therefore,we introducethetypes

Msgsomearbitrary type
Network D

�

�

�

MyNonce
�

msg�

D
�

�




�

�'�

�

�

�
�

msg
�

MyKey D
�

�

�

�

�

msg:Msg� nonce:MyNonce
�

msg���

andwe type the senderas follows, wherewe display the
effects of bracketedsubprocessesto theright.

TypedSender
�

net:Network� key:MyKey� : �

�

D
�

	

�

�

�����

�����

net
�

nonce: �

�

� ;
�

�'!

�

msg:Msg� ;
�

���

���

msg;
�����#� nonce

�

�

�

nonce� :MyNonce
�

msg�%� ;

*��� net




msg� nonce� � key �

�

�

� �

�

�

�

�
�

msg
�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

Next, we typethereceiver. Like thesender, it is effect-free,
thatis, it canbeassignedtheemptyeffect.

TypedReceiver
�

net:Network� key:MyKey� : �

�

D
�

	

�

�

�����

�

��!

�

nonce: �

�

� ;

���� netnonce;

�����

net
�

ctext: �

�

� ;
�

���

	����

� ctext
�

�




msg:Msg� nonce� :MyNonce
�

msg� � key;
�������� nonce

�

� nonce� ;
�

� �

msg
�

�

�

� �

msg
���

�

� ������ nonce
�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

�

Sincethesenderandreceiverarebotheffect-free,thewhole
systemis alsoeffect-free:

TypedSystem
�

net:Network� : �

�

D
�

�

�'!

�

key:MyKey� ;
�

TypedSender
�

net� key� " TypedReceiver
�

net� key���

By Theorem 2 (Robust Safety), it follows that
TypedSystem

�

net:Network� is robustlysafe.Thisprovesthe
following authenticitypropertyby typing.

Authenticity: The processTypedSystem
�

net� is robustly
safe.

5 Further ProtocolExamples

We have appliedour methodto several cryptographic
protocols from the literature. We veri�ed someprotocols,
found �a ws in others,but also found at leastone incom-
pletenessin ourmethod. Detailsarein anappendix,but we
cansummariseourexperienceasfollows.

� AbadiandGordon[3] proposeanonce-basedvariation
of the Wide Mouth Frog key-exchange protocol [8].
We can verify authenticity propertiesof Abadi and
Gordon'sprotocolby typing. AbadiandGordonprove
anequationally-speci�ed authenticitypropertybycon-
structinga bisimulation relationbasedonanelaborate
invariant; our proof of correspondence assertionsby
typingtookconsiderably lesstime.

� Woo and Lam [39] proposea nonce-basedauthenti-
cation protocol. Trying to type-check the protocol
exposesknown �a ws in the protocol and suggestsa
known simpli�cation [4, 5].

� OtwayandRees[32] proposeanother nonce-basedkey
exchangeprotocol. The noncesusedby the protocol
to prove freshnessare kept secret;hencethe proto-
col doesnot �t the idiom that canbe checkedby our
typesystem.Still, we cantype-checka moreef�cient
versionof theprotocol suggestedby Abadi andNeed-
ham[4]. Thetyping suggestsa furthersimpli�cation.
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In eachcase,thereis a spi-calculus representation of the
protocol in which there are arbitrarily many participant
principalsandarbitrarilymany sessions.

6 Summary and Conclusion

To summarise,we reviewed the spi-calculus, a formal-
ismfor preciselydescribingthebehaviour of securityproto-
colsbasedoncryptography. We embeddedWoo andLam's
correspondenceassertionsin spi asa way of specifying au-
thenticity properties. We devised a new type and effect
systemthatprovesauthenticityproperties,simply by type-
checking.

To conclude, the examples in this paper, together with
otherswehave investigated,suggestthatthis is apromising
techniquefor checking protocols,sinceit requireslittle hu-
maneffort to typeaprotocol,andthetypesof protocol data
documenthow theprotocolworks.
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A ProtocolExamples

Abbreviations Usedin Examples

In theseexamples,we shallmake useof thefollowing syn-
taxsugar:

� Dependentrecord types
�

x1:T1 �

��� �

� xn:Tn � , ratherthan
justpairs.

� Tagged union types
���

1
�

T1 � "������ "

�

n
�

Tn ��� ratherthan
justbinarychoiceT � U.

We show in the full versionof this paperthat thesecon-
structscanbederived from ourbaselanguage.

For reasons of length, we will not provide full spi im-
plementationsof eachof theseprotocols, and insteadjust
provide the typings. In eachcaseit is fairly routine to re-
constructthespi code.Thefull speci�cationsareprovided
in thefull versionof this paper.

A.1 Abadi and Gordon's Variant of Wide Mouth
Frog

The original paperon the spi-calculus [3] includes a
lengthy proof of authenticity andsecrecy properties for a
variation of the Wide Mouth Frog key distribution proto-
col [8] basedon nonce handshakesinsteadof timestamps.
In thissection,we show how to type-checkthisprotocol.

To begin with we look at an unsafeversionof the pro-
tocol, to illustratehow attemptingto type-checka protocol
mayexpose�a ws. Thisbrokenprotocolconsistsof asender
(Alice), a receiver (Bob) anda server (Sam).Alice wishes
to contactBob,andasksSamto establishhercredentials:

Event 1 A begins “A sendingB key KAB”
Message1 A + S A
Message2 S + A NS
Message3 A + S A �




B � KAB � NS � KAS

Message4 S + B
�

�

Message5 B + S NB
Message6 S + B




A � KAB � NB � KBS

Event 2 B ends “A sendingB key KAB”

(For thesake of readability , we use“A sendingB key KAB”
asashorthand for themessage

�

A � B � KAB � .)
This protocol canbecompromisedby an intruder I im-

personating Sam,if Alice actsboth as a senderanda re-
ceiver:

Eventa.1 A begins “A sending B key KAB”
Messagea.1 A + I A
Messageb.4 I + A

�

�

Messageb.5 A + I NA
Messagea.2 I + A NA
Messagea.3 A + I A �




B � KAB � NA � KAS

Messageb.6 I + A



B � KAB � NA � KAS

Eventb.2 A ends “B sending A key KAB”

At this point,Alice believesthatshehasbeencontactedby
Bob,whenin factshehasbeencontactedby theintruder.

We caneasilyexpressthis protocol in the spi-calculus,
anduse

�

���

���

M and �

�
�

M statementsto specifythe de-
siredcorrespondenceproperty. Thenwe cantry to de�ne
the typesappropriately. For mostof the types,it is fairly
routine:

Network D
�

�

�

Princ D
�

�

�

SKey D
�

�

�

�

�

Msg�

WMFNonce
�

alice� bob� sKey�

D
�

�




�

�'�

�

�

�
�

“alicesendingbobkey sKey”
�

WMFKey
�

princ�

D
�

�

�

�

�

WMFMsg
�

princ�%�

The problem comeswhen we try to give a de�nition for
WMFMsg, which is the type of the plaintext of messages
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usedin theWMF protocol. In order to type-checkMessage
3, werequire:

WMFMsg
�

alice�

�

�

bob:Princ � sKey:SKey � nonce:WMFNonce
�

alice� bob� sKey���

andin order to type-checkMessage6, we require:

WMFMsg
�

bob�

�

�

alice:Princ � sKey:SKey � nonce:WMFNonce
�

alice� bob� sKey�%�

Unfortunately, theserequirementsare inconsistent, since
the rolesof alice andbobhave beenswapped.This is the
root of theattackon this brokenWMF, which relieson the
factthatthekey for alice is beingusedin two incompatible
ways,dependingonwhetheralice is actingasthesenderor
thereceiver.

This is anexample of a type-�aw attack[22] andmaybe
solved by the standardsolutionof addingtag information
to messages.This is akin to theuseof taggedunion types
in type-safelanguageslike ML or Haskell. In this case,we
havethetypefor Message3 of theprotocol:

WMFMsg3
�

alice�

D
�

�

bob:Princ � sKey:SKey � nonce:WMFNonce
�

alice� bob� sKey���

andthetypefor Message6:

WMFMsg6
�

bob�

D
�

�

alice:Princ � sKey:SKey � nonce:WMFNonce
�

alice� bob� sKey�%�

andwe cande�ne WMFMsg
�

princ� asthetagged union of
thesetwo types:

WMFMsg
�

princ�

D
�

�

msg3
�

WMFMsg3
�

princ��� " msg6
�

WMFMsg6
�

princ���%�

We canthencheckthat the safeversions of the principals
areeffect-free.Applying theresultsof this paper, we get:

� The Wide Mouth Frog protocol is effect-free, and
hence robustlysafe.

We have shown the Wide Mouth Frog protocol to satisfy
this particular safetyproperty for an arbitrary number of
principals,sessions,andin thepresenceof anarbitrary at-
tacker.

Theuseof taggedunions to represent thedifferentmes-
sagetypeswhich aresentin a protocol is a common tech-
nique,andcorrespondsto the�nal phraseof Principle10of
Abadi andNeedham [4]:

If an encoding is usedto presentthe meaning
of a message,then it shouldbe possibleto tell
which encoding is being used. In the common
casewheretheencoding is protocol dependent,it

shouldbepossibleto deducethatthemessagebe-
longsto this protocol, andin fact to a particular
runof theprotocol, andto know its number in the
protocol.

Many protocols usead hoc techniquessuchas increment-
ing timestamps,or juggling theorder of participant names
to encodemessagenumbers implicitly. Our type system
makestheseadhocsolutionsformal, asan instanceof the
standardtechniqueof usingtaggeduniontypes.

A.2 Wooand Lam' sAuthentication Protocol

Woo andLam [39] proposea server-basedsymmetric-
key authenticationprotocol. Alice wishesto authenticate
herselfto Bob,anddoessoby responding to a noncechal-
lengewith a messagewhich Bob canaskthetrustedserver
to decrypt:

Event 1 A begins “A authenticatesto B”
Message1 A + B : A
Message2 B + A : NB
Message3 A + B :




msg3
�

NB � � KAS

Message4 B + S:



msg4
�

A �




msg3
�

NB � � KAS � � KBS

Message5 S + B :



msg5
�

NB � � KBS

Event 2 B ends “A authenticatesto B”

(In the original protocol, the messageswereuntagged,but
we have providedtagsfor thereasons discussedin thepre-
vious section.) Abadi andNeedham[4] demonstratethat
this protocol is not robustly safe,becausemessage5 does
notmention A.

Thepossibilityof this attackis madeclearwhenwe try
to type-checktheprotocol. We have types:

WLKey
�

princ�

D
�

�

�

�

���

WLMsg
�

princ���%�

WLMsg
�

princ�

D
�

�

msg3
�

WLMsg3
�

princ��� "

msg4
�

WLMsg4
�

princ��� "

msg5
�

WLMsg5
�

princ�����

WLMsg3
�

alice�

D
�

�

nonce:WLNonce
�

alice� bob���

WLMsg4
�

bob�

D
�

�

alice:Princ � ctext: �

�

�

WLMsg5
�

bob�

D
�

�

nonce:WLNonce
�

alice� bob���

WLNonce
�

alice� bob�

D
�

�




�

�'�

�

�

�
�

“aliceauthenticatesto bob”
�

WLLookupD
�

�

princ:Princ� + WLKey
�

princ�

At this point it becomesclearthat theprotocol is not well-
typed, sincethetypesarenot well-formed:WLMsg3

�

alice�

contains anunboundoccurrenceof bobandWLMsg5
�

bob�

contains anunboundoccurrenceof alice. Abadi andNeed-
hamobserve thatMessage5 shouldbechanged to:

Message5' S + B :



msg5
�

A � NB � � KBS
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and Anderson and Needham[5] observe that Message3
should bechangedto:

Message3' A + B :



msg3
�

B � NB � � KAS

Finally, our typesystemmakesclearthat theencryption of
message4 is unnecessary, sinceall the datais of type �

�

,
andsocansafelybesentin plaintext, assuggestedbyAbadi
andNeedham[4]:

Message4' B + S: A � B �




msg3
�

B � NB � � KAS

Theresultingprotocolcanbetype-checked,usingtypes:

WLMsg
�

princ�

D
�

�

msg3
�

WLMsg3
�

princ��� " msg5
�

WLMsg5
�

princ�%���

WLMsg3
�

alice�

D
�

�

bob:Princ � nonce:WLNonce
�

alice� bob���

WLMsg5
�

bob�

D
�

�

alice:Princ � nonce:WLNonce
�

alice� bob�%�

It is routineto rewrite this protocol in thesyntaxof thespi-
calculus. We canthenapplytheresultsof this paperto get:

� The Woo andLam protocol is effect-free, andhence
robustly safe.

Thisexample hasshown thatin ourtypesystem,it is impor-
tantthatall messagescontainthenamesof theprincipalsin-
volved. Our typesystemenforcesPrinciple3 of Abadi and
Needham[4]:

If the identity of a principal is essentialto the
meaning of a message,it is prudent to mention
theprincipal's nameexplicitly in themessage.

This requirementis enforcedthroughtheusualrequirement
for variables in a program to be correctly scoped:viola-
tionsof Principle3maybecaught becauseavariableis used
whenit is not in scope.

A.3 Otway and Rees'sKeyExchangeProtocol

OtwayandRees[32] proposeaserver-basedsymmetric-
key key exchangeprotocol. We cannotverify theirprotocol
usingthe typesystemof this paper, eventhough (asfar as
we areaware)it is correct,sinceit relieson usingnonces
to standfor principal names,which arekeptsecret,aswell
asfor freshness.Still, it maybepossibleto adaptour type
systemto deal with this useof nonces; we leave this for
future work.

Abadi andNeedham[4] proposea simpli�cation of the

protocol, whichweverify here:

Message1 A + B A � B � NA
Message2 B + S A � B � NA � NB
Event1 Sbegins “initiator A sharesKAB with B”
Event2 Sbegins “responderB sharesKAB with A”
Message3 S + B




msg4
�

A � B � KAB � NA � � KAS �




msg3
�

A � B � KAB � NB � � KBS

Event3 B ends “responderB sharesKAB with A”
Message4 B + A




msg4
�

A � B � KAB � NA � � KAS

Event4 A ends “initiator A sharesKAB with B”

We canallocatetypesto this protocol:

ORKey
�

princ�

D
�

�

�

�

�%�

msg3
�

ORMsg3
�

princ��� " msg4
�

ORMsg4
�

princ���%���

ORMsg3
�

bob�

D
�

�

alice:Princ � bob� :Princ � sKey:SKey �

nonce:ORNonce3
�

alice� bob� sKey�%�

ORMsg4
�

alice�

D
�

�

alice� :Princ � bob:Princ � sKey:SKey �

nonce:ORNonce3
�

alice� bob� sKey�%�

ORNonce3
�

alice� bob� sKey�

D
�

�




�

���

�

�

�
�

“responderbobsharessKey with alice”
�

ORNonce4
�

alice� bob� sKey�

D
�

�




�

���

�

�

�
�

“initiator alicesharessKey with bob”
�

ORLookup D
�

�

princ:Princ� + ORKey
�

princ�

We can then apply the techniques of this paper to show
that this modi�ed protocol is robustly safe. This typing
makesit clearthat Bob's nameis not required in Message
3 andAlice's name is not required in Message4, andthese
namescouldbe droppedwithout compromisingthe corre-
spondenceassertions.
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