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Abstract

We proposea new methodto chedk autherticity proper
ties of cryptagraphic protocds. First, codeup the protocd
in the spi-calcuus of Abad and Gordon. Secondspecify
authenticity propeties by anndating the codewith corre-
spordenceassertionsn the style of Woo and Lam. Third,

gure out typesfor the keys, norces,and messges of the
protocd. Fourth, ched that the spi-calcuus codeis well-
typedaccouing to a noveltypeandeffectsystenpresented
in this paper Our maintheoemguaanteeshat anywell-
typedprotocolis robustly safe that s, its corresponénce
assertionsaretruein thepresenc®f anyopponentexpress-
ible in spi.

1 Verifying Correspondacesby Typing Spi

We propose a nev methodfor analysig authenticity
propertiesof cryptagraphc pratocols. Our propasal builds
on and developstwo existing ideas: Woo andLam's idea
of correspadene assertiondor specifyingauthetication
propertiesof protacols [40], and Abadi's idea of check-
ing securitypropertiesof cryptograghic pratocolsby type-
checling [1].

WooandLam'sideaof correspondeceassertionss very
simple. Startingfrom somedescriptionof the sequene of
messagesxchangedby prindpalsin a pratocol, we anno-
tate it with labelled everts marking the progressof each
principal through the proto@l. Moreaover, we divide these
everts into two kinds, begin-events andendevents. Evert
labels typically indicate the namesof the principals in-
volved andtheir rolesin the pratocol. For example before
ruming a protacol to authenticatets presenceo another
principal B, aninitiator A assertabegin-evert labelled‘ini-
tiator A autheticatingitselfto respamderB”. After satisfic-
tory conpletion of the proto®l, the principal B assertsan
endeventwith thesameabel. A pratocol satis estheseas-
sertiondf in all protool runs, andin thepresencef ahos-
tile opponent,every assertiorof anend-&ent correspods
to adistinct,earlierassertiorof abegin-evert with thesame

Alan Jefrey
DePRaul University
Chicago/lllinois, U.S.A.

label. The hostileopporentcancapture modify, andreplay
messagedyut canna forge assertions.

Woo and Lam's paper[40] describesa formal seman-
tics for correspondene assertionsut suggstsno veri -
cationtechnigqies. Marrerg Clarke, and Jha[29] basea
mockl-checlerfor securityprotocds oncorrespnderceas-
sertions. This paperformdises correspondece assertions
asnen commaisin the spi-calculug3], aconcurentpro-
gramming languageequipped with abstractforms of cryp-
togrgphic primitives. We expectit would not bedif cult to
adaptthe techniqees of this paperto otherconcurentlan-
guages.

Thereis a varigty of different formuations of authe-
ticity propertiesof protacols, andevena little controversy
[6, 15, 26, 12]. Still, we adof correspondace assertions
becasethey aresimple,preciseand e xible. They aresim-
ple anndationsof a protocd expressedasa program. They
have a precisesemantics. They are e xible in the sense
thatby anndating a pratocol in differert wayswe canex-
pressdifferentauttenticity intentims andguaranees.Cor-
respomlenceassertionsllow usto expresswhatLowe [26]
calls injective agreemenbetweenpratocol runs. In a for-
mal comparisonof authenticity properties,Focard, Gorri-
eri, and Martinelli [13] formulate a property that system-
atically generaliseshe equational propeties provedin the
original work on spi [3], andshow thatthis genealisation
is strictly wealer thanagreenant. Therdore, thereis some
evidercethattheauthemicationpropertiesprovedin this pa-
perareatleastasstrongasin theoriginal work.

Abadi's idea of type-ctecking secreg properties of
cryptograghic pratocolsin thespi-calculuds partof asuige
of interestin typesfor security Otherwork includestype
systemdor checkng untruistedmobilecoce [25, 31, 18], for
checling accessontol [24, 36], and, mostrecently other
type systemdor cryptogaphicprimitives[34, 2]. This pa-
perdevelgps someof the constructsn Abadi's systemand
proposesa new type andeffect system[14, 28] for the spi-
calculus. For a well-typed prog-am contaning correspon-
denceassertionsa type safetytheoem guaranteesthe pro-
gramsatis estheassertions.

Ournew methodis thefollowing. First, codeupthepro-



tocolin thespi-calculs. Secondspecifyautheticity prop-
ertiesexpectedof the protocd by anrotatingthe codewith
corresponénceassertions.Third, gure outtypesfor the
keys, norces,andmessagesf the protccol. Fourth, check
thatthespi-calculs coceis well-typed Thetypesafetythe-
oremguarateesthe soundessof the autheticity proper
tiesspeci edin thesecondstep. Thetheoemassertthese
propertieshold in the presencef anopponern represented
by an arbitrary spi proess. Therebre, a limitation of the
theoemis thatit doesnot rule out attacksthat cannotbe
expressedn the spi-calculus. On the otherhand it does
not limit the size of the attacler in any way. We have ap-
plied this methodto severd protomls by hand and have
re-dscovered someknovn aws.

Our methd is one of only a few formal analyseghat
requre little human effort per protacol, while putting no
bound on the size of the protacol or opponent. Other
exanples include Songs mechanisatio [37] of strand
spacegq38], Heatherand Schneides algoithm [23, 21]
for computing Schneidés rankfunctions[35], andCohens
resoluticn-basedheoremprover TAPS[9]. Non-examples
include most appoacheshasedon modelehecking[27],
which are autonatic but requile boundson the size of the
opponentor the pratocols, and mostapprachesbasedon
theoem-poving [7, 33], whichimposeno bourd on oppo-
ner or protacol size,but requile lengthyandexpeit human
intervention.

Our methal is alsoone of only a few whereanalysing
a pratocol involves no exploration or enumeation of the
possiblestatesor messagesf the protacol, andso is de-
cidable evenfor protacols with no bourd onthe sizeof the
principals. The only other suchmethals we know of are
thosebasedon prod-checkng belief logics [8, 16]. Like
corstructinga proof in a belieflogic, the work of devising
typesfor a protacol in our systemamourts to writing down
a formal agumentexplaining the protacol. Failing to nd
a proof or atyping cansuggespossibleattackson the pro-
tocol. Unlike mostbelieflogics, our methodhasa precise
computationalbasis.

In this paper we only conside type checkng, not type
synthesis. Type checkirg (wherethecomputerchecksuser
de nedtypings)is easilyseerto bedecidale, andprovides
a straightbrward top-down algorithm for protacol veri ca-
tion. Type synthesigwherethe compuer derivesthe typ-
ingsitself) would be harcer.

In summaryour nev methodenjoys arareandattractive
combinationof strengths:

It needdittle human effort perpratocol.

It putsno bourd onthesizeof the principds.

It needso statespaceenurnerationperproto®l.
It hasa precisecompuationalfoundation.

It is decidatte.

On the otherhand,the type systemon which our methal
is basechaslimitations. Lik e all type systemsit is incom-
pletein the sensethat perfectly well-betaved codecanfalil
to type-cteck. For example,we havefoundthatcertainuses
of noncescanna betype-ctecked. Our systemis alsolim-
ited to symmetrickey cryptagraply. We leave the studyof
typesfor othercryptograghic primitivesasfuture work.
Thenew technicakontribution of thispape is atypeand
effect systemfor proving correspondene assertionghat
suppats the cryptogaphic primitives of the spi-calculus.
A seriesof exampes suppots its usefulness. In earlier
work [17], we proposeda type systemfor proving corre-
sponenceassertionsibou non-cryptographic comnunica-
tion protacolsin the p-calculis. The systemof the present
papercopeswith untrusted oppaents, encryption primi-
tives,andsynchrmisationvia noncehardshales,addtional
featuesessentiafor cryptograghic protocds.

2 Programming Protocols

This sectionreviews the syntaxandinformal semantics
of the spi-calculs, and explains how to express a simple
protacol exampe asa spi-calclus progam.

Abadi and Gordan's spi-calculug3] is an extensionof
Milner, Parrow, andWalker's p-calculws [30] with abstract
forms of encnyption and decnyption, akin to the idealised
versiors introducedby Dolev and Yao [11]. The atomic
namesof the spi-calculusrepiesentthe randan nurbers
of cryptograplic protacols, such as encryption keys and
norces,aswell aschamels. The namegeneratio opaa-
tor abstractlyrepresentthefreshgeneationof unguessable
rancdbm numberssuchaskeys andnonces. We candescribe
cryptograghic pratocols by programmirg themin the spi-
calculus.

2.1 Review of the Spi-Calculus

Therearein factseveralversiors of spi. Themaindiffer-
encebetweerthe spi-calculs presetedin this sectionand
the original version[3] is that eachbinding occurenceof
anameis anndatedwith atype, T. (We postpme de ning
the setof typestill Section4.) Choosingthesetype anro-
tationsis partof our veri cation methal; they areneeded
for type-checking processeshut do not affect the runtime
behaiour of proesses.

We assumenin nite setof atomicnamesor variables,
rangedoverby m, n, X, y, andz. Forthesale of simplicity in
presentig ourtype systemthis versionof the spi-calculus,
unlike the origind, doesnot distinguishnamesfrom vari-
ables.Thesetof messagesyhichincludesthesetof names,
is givenby thegranmarin thefollowing table.

Namesand Messages:



1
mnxyz name:varable,channg none, key
LMN: message

X name
M N pair
emptytuple
M left injection
M rightinjection
M N encrygion

A messageM N is a pair, and is an empty tu-
ple. With theseprimitiveswe candescribeary nite
recod.

Messages M and M aretaggeduniors, dif-
fereniatedby the distincttags and . With these
primitiveswe canencodeary nite taggedunion

A message M y is the ciphertet obtaired by en-
crypting the plaintext M with the symmetrickey N.

We regad messagess abstractrepresentatios of the bit
stringsmanipuatedby cryptograghic protacols. We assume
thereis enoudp redurdang in the format that we cantell
apat thedifferentkinds of messages.

Thesetof processess de ned by thegramnar:

Processes:
I 1
OPQR:: process
M N output
M xT ;P input
M  xTyU ;P pair splitting
M xT P y:.U Q unioncase
M xT nP decyption
M N;P name-check
xT ;P nane generéon
P Q comnposition
P replicaion
inactiity
L ]
Theseprocessesre:
Processes M Nand M xT ;P areoutputand

input, respectiely, alonganasyncionots, unadered
chamel M. If anoutput x N runsin parallelwith
aninput  x y ;P, thetwo caninteractto leave the
residudproces® y M .

A process M  xT y:U ;P splitsthepairM into
itstwo componerts. If Mis N L ,theprocesbehaes
asP x N y L . Otherwise,t deadl@ks, thatis,
doesnothing.

A process M xT P y:.U Q checks
thetaggedunionM. If Mis L ,theproessbehaes
asP x L. IfMis N it betavesasQy N .
Otherwisejt deadlog&s.

A process M x.T nN;P decrypts M using
key N. If Mis L y,theprocessbehaesasP x L .
Otherwise,it deadloks. We assumehereis enoudn
rednndang in therepresetation of ciphertets to de-
tectdeciyptionfailures.

A process M  N;P checlsthemessage®l and
N arethe samenamebefae execuing P. If theequal-
ity testfails, theprocesgleadl@ks.

A process x.T ;P gereratesanewv namex, whose
scopeis P, andthenrunsP.

A processP  Q runs processeP andQ in parallel.

A process P replicatesP arbitraily often. So
P behaeslike P P.
Theprocess is deadocked.

Eachbinding occurenceof anamebearsatypeannotatio.
Thesetypesplay arolein type-checkingbut have norole at
runtime; they donotaffecttheoperatimal behaiour of pro-
cessesln exanples,for the sale of brevity, we sometimes
omit typeanrotations.

The free and bourd namesof a processarede ned in
the normal way. We write P x N for the outcane of
a captue-avoiding substitutionof the messagéN for each
free occurenceof thenamex in the process?. We identify
proessesup to the consistentrenamimg of bourd names,

for exampge wheny fn P, we equate x:T ;P with

y:T; Px y . Wewill oftenelide from the
endof processesandwe will write  x M; P asshorthad
for xM P.

2.2 Programming an Example

This sectionshavs how to progam a simple crypto-
graphic protocd in spi. The protool is intenced to allow
a x ed prindpal A to senda seriesof messageto anotter
x edprincipal B via a public chanrel, assuminghey both
sharea secretkey K.

In a comnon notation we can summaise this awed
protacol asfollows:

Messagde A B: M g

Although standardthis notation leavesimplicit detailsof
bothprotacol behaiour andsecuritygoals.Oneof theorig-
inal pumposesof the spi-calculs wasto make protocol be-
haviour explicit in an executableformat. We canprogiam
theprotacol in spiasfollows.

First, we describethe behaviour of the senderand re-
ceiver.

Flawed®ndernet key °  FlawedReeiver net key °

msg;
net mMsg ke

net ctext ;

ctext  MSg ke



Theseare:

The processFlawedSeder net key is the senderA,

paraneterizedon net (the nameof the public chamel)

andkey (the sharedsecretkey). It repeately gener

atesa freshnamemsg andthensendsthe ciphetext
msg ey ONthepuldic netchamel.

The proessFlawedReeiver net key is the recever
B, paraméerizedonnetandkey It repeately receiesa
messag®en the public netchanrl, binds it to varialle
ctext, andattemptgo decrypt it with key key.

We specify the betaviour of the whole systemrunnirg in
theprotacol by generéing afreshnamekey—thesharedse-
cret key—and then by placingthe senderand recever in
pardlel.

FlawedSystenmet done P

key ;
Flawed®ndernetkey FlawedReceer net key

Most protacols analysed with the spi-calculis have been
programnedin this style.

3 SpecifyingProtocols

Woo andLam [40] introdice correspnderte assertions,
a metha for specifying protacol autheticity properties,
suchaspropertiesthatareviolated by replayor man-inthe-
midde attacks.Themethal dependson principalsasserting
labelledbegin- andend-&entsduring the courseof a pro-
tocol. Theideais thateachendeventshouldcorrespndto
adistinct, precedhg begin-evert with the samelabel. Oth-
erwisethereis anerrorin the protacol. We formalizethese
ideasby addirg begin- andend-e&entannotatimsto spipro-
cesses.

3.1 A Spi-Calculus with Correspndene Asser
tions

First, we introducethefollowing notationfor everts, us-
ing messageaslabels.

Events:
I 1

L begin-evert labelledwith messagé
L endeventlabelledwith messagé

Secondwe addprocesseso asserbegin- andend-aents.

Processes:
I 1
OPQR: process
asin Section2.1
L;P begin-assertion
L;P end-asertion

Assertionsare autoromots in that they actindepenlently
without ary synchonisationwith otherprocesses.

Thebegin-assertion L; P autoromotsly asserta
L event,andthenbetavesasP.

The endassertion L; P autoromotsly assertsan
L event, andthenbehaesasP.

Giventhis informal semanticsye give aninformal de ni-
tion of processsafety (We formalizethesede nitionsin the
full versionof the paper)

Safety.

A processP is safeif andonly if
for everyrun of the processandfor every L,

thereis adistinct L evert for every L event.
L ]
For exanple:

Process L; L is safe.

Process L; L; L is unsafebecausef the

unmached L.

Process L; L; L is safe;theunmatcled

L doesnot affect safety

Process L; L; L; L is safe; here
therearetwo correspaderces,bothnamed..
Process L; L; L; L is safe.
Process L; L; L; L is unsafe.

Safety doesnot require begin- and end-&sertionsto be
properly bracleted:

Process L; L; L; L is safe.

Process L; L; L; L is safe.
Finally, considerthe parallelprocess L L. This
proesseitherasserta L event followed by an L
evert, or it assertaan L eventfollowed by a L

evert. Becausef thelatterrun, the processis unsafe.

We are mainly concened not just with safety but with
safety in the presewe of an arbitrary hostile opponent,
which we call robust safety (This useof “robust” to de-
scribea property invariant undercompgition with an ar
bitrary ervironment follows Grumkerg andLong [19]). In
the untyped spi-calculug3], the opporentis modelledby
an arbitray process. In our typedspi-calculuswe do not
conside completéy arbitray attaclerprocesseshutrestrict
oursehesto oppamentprocesseghat satisfytwo mild con-
ditions:

Oppmentscanrot assereverts: otherwiseno process
wouldberohustly safe becageof theoppament  x.



Oppments are not requred to be well-typed we
mocklthisusingatype  for untyped,untrustediata.
Thisis discucssedurtherin Sectiord

Opponentsand Robust Safety:
I

A proces< is assertion-feeif andonly if
it cortainsno begin- or end-assertios.
A proces® is untypedif andonly if
theonly typeoccuringin P is
An opponentO is anassertionfieeuntypedprocess.
A proces< is robustly safeif andonly if
P Ois safefor every opponentO.

3.2 Specifyingthe Example

Recallthe protocd exampleof Section2.2 Two x ed
principalsA andB sharea key K with which A sendsa se-
guence of message$o B. We introduce begin- and end-
evertslabelledM for eachmessag®. Thesendemasserta
begin-event labelledM befae sendingM, andthe recever
assertanendeventlabelledM aftersuccessfullyeceving
amessagd/.

We expressthis ideainformally asfollows:

Evert 1 Abgyins M
Messagd A B: M k
Evert 2 Bends M

We expressthe idea formally by inserting assertionpro-
cessesnto the spi-calculusdescriptios of the senderand
recever. We updateour de nitions asfollows.

Cheked®nder net key P Che&kedReceivenet key P

msg; net ctext ;
msg ctext  MSg ke
net msg ke msg

ChekedSYstemnet P

key ;
ChekedSeder netkey ChedkedReceivenet key

Next, we preciselystatethe authenticity propertywe desire
(but thatis actuallyviolatedby the pratocol).

Authenticity: Theproces€hekedSystemmet is rohustly
safe.(Breaks.)

If the protol is safe,each msghasa distinct corre-
spording msg andtherebre B accepteachmessage
no moretimesthanA sentit. Moreover, if the protocd is
robustly safe,no attacler canviolatethis progerty.

It is easyto prove that this pratocol is safe, sincethe
pratocolitself neverduplicaesmessagesstill, thepratocol

is notrobustly safesincea suitableattacler canviolatethis
safetyproperty.

Attacker net °

net ctext ; net ctext ; net ctext

Thisattaclercarriesoutareplayattackonthesystemgcaus-
ing the recever to assert  msgtwice, even thowgh the
sendehasonly asserted msgonce.

3.3 Fixing the Example

A standardcountermeasieg againstreplay attacksis to
include a nonce a randanly generged bit-string, in each
ciphetext to ensureits unigueness.The following variant
of our pratocol is now initiated by the recever, who sends
anew norceN to thesenderto guardagairst replays of the
encryptedform of themessagd/.

Evert 1 Abgins M
Messagd B A: N
Message A B: M N
Evert 2 Bends M

In the spi-calculs, norcesarerepreseted by names, and
creationof freshnorcesby namegeneation. We program
therevisedpratocol asfollows:

D

FixedSeder net key ° FixedReceivenet key

net nonce; nonce,
msg, netnonce
msg net ctext ;

net msgnonce key ctext

MSQNONCE key;
nonce norce;
msg

Theprocess norce norce;P checkghatnorceand
norce arethesamenamebefae exeauting P. For the sale
of simplicity, in this exanple and othes in the paperwe
omit errorrecovery code: upa receving a ciphertext con-
taininganunexpectechonce aninstanceof therecever just
termindes. Thewhole systemandits autheticity propety
arenow:

Fixedystemnet °

key ;
FixedSeder netkey FixedReceivenet key

Authenticity: The processFixed§stemnet is rohustly
safe.

Given our mod cations, this property is true. A direct
prod is possibleput tricky, sincewe mustquariify overall



possibleattaclers. The original paperon the spi-calclus
includesa veri cation via equatioml reasonig of a proto-
col similarto thatembodedin FixedSstemnet . Thepoint
of ourtypesystempresentediext, is to provide anef cient
way of proving this speci cation,andotherslikeit.

4 Typing Protocols

This section describesthe heat of our method for
analsingautheticity propeties of protacols: a depemnlent
type and effect systemfor statically verifying correspa-
derceassertiondy type-decking

4.1 Typesfor Messajes

Thereis an objectia in principle to a securityanalysis
basedon type-cleckingprocessesit maybereasonale to
assumehat horestprincipals corform to typing rules, but
it is imprudentto assuméhe sameof theoppment. As pre-
viously discussedpurgeneraimodelof theopponentis ary
untyped, assertion+fee process. The objectin to a typed
analsisis thatwe maymissattacksby ruling outprocesses
thathapgen not to confam to our typing rules. On thein-
ternet,famously, nobody knows you're a dog. Likewise,
nobody knows your codefailedthetype-clecker.

To answerthis objectin, Abadi [1] introdwcesan un-
trustedtype (whichwe call ) for pudic messageghose
exposedto the oppment. Every messagendevery oppo-
nen is typabe if all theirfreevariablesareassignedhe
type. Thetyperepresentshe uncastrainednessagethat
an arbitray processmanipulates. Sinceary oppmentcan
be typedin this trivial way we have not limited the power
of opponerts.

Toillustratethis, herearesomeinformal typing rulesfor
messageandprocesses(for brevity, we elide sometechni-
cal requrementson free names). Messagesf the  type
maybeoutpu, input, paired,split apart,encrypted,andde-
crypted,with no constraints.

IfM: andN: then M Niswell-typed.
IfM: andPiswell-typed

then M xi ;Piswell-typed.

IfM: andN: then M N :

IfM: andPiswell-typed

then M x vy ;Piswell-typed.

If M: andN : then M y:

IfM: andN: andPiswell-typed

then M  x  n;Piswell-typed.

Whenmocklling protocds, we assumehat all the names
andmessagesxposedto the opponent—epresentingpub-
lic dataand channés—are of this type. Namesand mes-

sagesot pulicly disclosedmay be assignedthe types,
known astrustedtypes

Messagesf thetrustedtype T aresymmetrickeys
for encipting messagesf type T. Whenencnypting with
a T , theplaintext musthave type T, andtheresulting
ciphetext is given untruustedtype. Using the rules above
for , we cansendandreceve ciphetexts on untusted
chanrls. Whendecryging with a T , if we succeed
we know the plaintext musthave beenencyptedwith the
samekey, andtherebre ourtyping rulesassignit typeT.

If M:T andN : T then M y:
IfM: andN: T andPiswell-typed
then M xT n;Piswell-typed.

The remainng trustedtypesare more standard Messages
oftype T arechamelscomnunicatingdataof typeT.
Message®f type xT U aredepemnlentpairs wherethe
rst elementastypeT andtheseconcelememhastypeU.
The variable x is bound, andhasscopeU. (The needfor
suchdegendentypesarisedater, whenwe introduceatype
for nonces.)The only messag®f the emptytuple type

is theemptytuple . Message®ftypeT U aretagged
unions. A union of typeT U is eitherof theform M
whereM hastypeT, orof theform N whereN hastype
U. Otherbasetypessuchas or couldeasilybe
addedto this language: we expectthey would prodice no
technicdif culties.

Types:
TU::

type
untrustedype
T shared-ky type
T channétype
emptytupletype
depenéntpairtype
varianttype

4.2 Effectsfor Proceses

Our effect systemtracksthe unmatchedendassertions
of aprocessin its mostbasicform, our mainjudgment

P: L1 Ln

meanghattheeffect L1 Ln ,isanupperbourd
onthemultiset(or unaderedlist) of endeventsthatP may
assertwithout assertinga matchingbegin-event. Hence,if
P: theneveryendeventin P hasamatchirg begin-event,
thatis, P is safe.

Let e standfor anatomiceffect Onekind of atomicef-
fectis L. Thesecondkind is N; we explain later
its useto track noncenameehecking Let esstandfor an



effect, thatis, a multiset e; e, of atomiceffeas. We
write es es for the multisetunion of thetwo multisetses
andes, thatis, theirconatenationWewrite es es for the
multisetsubtractionof es from es thatis, the outcone of
deletinganoccurenceof eachatomiceffectin es fromes
If anatomiceffectdoes notoccurin aneffect,thendeleting
theatomiceffect leavesthe effectunchaiged.

Tracking Corr espondencesn SequentialCode

Given this notatio, the typing rules for
L; P areessentially:

L;P and

If P:esthen
If P:esthen

L;P: es L .
L;P: es L .

Theseulesareenowghto checkcorrespndertesin sequen-
tial code,for examge:

L: L
L; L
L; L: L L
N L

Transferring Effects betweenParallel Processes

Ourrulesfor assigningeffectsto commnunicatiors andcom-
positiors aresimilarto thosein previouswork oneffectsys-
temsfor the p-calcuus[10, 17].

If M: T andN:Tthen MN:
If M: T andP:esthen M xT ;P:es
If P:esandQ:egxgthenP Q: e eg.

Whencompuing the effect of thecompaition P Q of two

processeswe simply compue the multisetunion of the ef-

fectsof the processes.This rule in itself doesnot allow a
begin-assertionin P, say to account for an endassertion
in Q. Someha we needto be ableto shav thattempoal

preedencesareestablishethetweerparallelprocesseRe-

call our FixedSystensxampe: we needto shav thata dis-

tinct msgpreedeseach  msg even thoudh these
assertionswrerunring in parallel.

Typing NonceHandshakes

A none hanahale guarateestempaal precedece be-
tweeneverts in parallel processesin this paper we con-
sidera particdar idiom for noncehandshaés, referred to
by Guttmanand Thayer asincoming tests[20]. Otherid-
ioms arepossible for exampleGuttmanand Thayets out-
going tests but we leave thesefor future work. Incomng
testsbreakdown into severalsteps.

(1) Therecever createsafreshnone andpulishesit.
(2) Thesendeembedghenorcein aciphetext.

(3) Thereceverlooksfor thenorcein areceved cipher
text.

(4) To avoid vulneraility to replayof messagesortain-
ing the none, the recever subseqantly discardsthe
norceandnolongerlooksfor it.

We type-cleckthesefour stepsasfollows.

(1) TherecevercreateghenonceN in theuntrustedype
. This allows the norce to be senton an untusted
chanrel, andre ects thatit canberecevedandcopied

by the opponentaswell asthesender

(2) Thesendeembedghenoncein aciphertext asames-
sageof anew trustedtype es whereesis anef-
fect. ThesendercaststhenorceN :  tothistrusted
type usingthe new process N x es;P.
At runtime,this processsimplybindsthemessagél to
thevariablex of type es andthenrunsP. The
senderusesthe variablex to emted the norce in the
ciphetext.

(3) After decryping a ciphetext cortaining a nonce

N : es the recever uses a nane-check

N N ;Q to checkfor thenonceN : which

it madepublic earlier Only a castcan popuate the

type es Sothe presenceof the messageN :

esprovestherewasa precethg execttion of a
castprocess.

(4) To guarateethat eachnorce N is the subjectof no
morethanonenameeheckweintrodwceanew atomic
effect, written N. We include N in the
effectof aname-cleck N N ;QonanonceN.
When checkirg hamegereration N: P, we
checkthat N occus atmostoncein the effect of
P. This guarateesthat eachfree nameis the subject
of nomore thanonename-cleck.

In summay, our type and effed systemprovides a so-
lution to the prodem of guarameeing tempaal prece-
dence betweenparallel proesses: for every success-
ful execuion of a process N N ;Q, whereN :

es thereis a distinct precediig execution of a pro-
cess N x es; P, evenif thenameeheckand
thecastarein parallelprocesses.

The following rules for compuing the effect of casts
and name-clecksexploit this temporalprece@nce. They
allow us to guararee by typing that thoseend-aentsfol-
lowing thenamecheckandlistedin theeffectesof thetype

esarematchedoy distinctbegin-everts thatprecede
the cast. This effect is transfered from the nameeheckto
the cast;the effect esis addedto the effect of a cast,andis
subtractedrom the effect of aname-cleck.



If N: andP:es

then N x es;P: e es.

IfN: andN : esandQ: eg
then N N;Q: exp es N .
If P: e then N ;P: e N .

In Sectiond.4we giveanexanple of theseyperules,shawv-
ing thatthe FixedSystemmet is robustly safe.

Effects and Atomic Effects

Giventhesemotivatiors for andexanplesof assigningef-
fectsto processeshereis thegrammarof effectsandatomic
effeds.

Effects:
I 1
ef: atomiceffect
L endeventlabelledwith messagé
N nameeheckfor anorceN
es fs:: effect
& €n multisetof atomiceffeds

Effects containno namebinders, so the free namesof an
effed arethefree namesof the messagethey contain.We
writees x M for theoutcame of acaptureavoiding sub-
stitution of the messagév for eachfree occurenceof the
namex in theeffed es

Additional Typesand Processes

We endthis sectionby completingthe grammnars of types
andproessewith thenew typeandnew processesve need
for typingnoncehandshkes.

Types:
I 1
TU: type
asin Sectiord.1
es none type

The free namesof a type are de ned in the usual way,
wherethe only binderis x beingbourd in U in the type

xT U . Forexampe, x is freein X but not
in x: X .Wewrite T x M fortheout-
comeof a captue-avoiding substitutionof the messageM
for eachfreeoccurenceof thenamexin thetypeT.

As we explained,we adda procesgo castuntrusteddata

into norcetype. Moreover, we addanew processfor pattern
matchirg pairs.

Processes:
I
OPQR::

process
asin Sections2.1and3.1

M xT;P castto noncetype
M  NyU ;P pairpatternmatching

In a process M x.T ;P, the namex is bourd; its
scopeis theprocess. In aprocess M NyU ;P
thenamey is bourd; its scopeof the processP.

The process M X.T ;P caststhe messageM
tothetypeT, by binding thevariablex to M, andthen
runring P. (This processcanonly betypedby ourtype
systemif T is of theform es)

The process M Ny ;P is similar to
M X y ;P exceptthatit checls thatthe rst
commnentof M is equa to N beforeextracting the
secondcompaent(whichis bourd to y in P). If the
equalitytestfails, thenthe processdeadocks.

Pair patternmatchirg is usedin the protacol exanplesin
Apperdix A.

4.3 Typing Rules

In this section,we formally de ne thejudgmentsof our
typeandeffect system.

Thesejudgmentsall dependon an ervironmen, E, that
de nesthetypesof all variablesin scope.An environment
takesthe form x;:T1 *n:Tn andde nes the type T, for
eachvarialle x;. Thedoman, domE , of anernvironment
E is thesetof variadeswhosetypesit de nes.

Envir onments:
I
DE::

ernvironment
empty
E xT entry
domx;: Ty Xn:Th domainof anernvironment

X1 Xn
L ]

Thefollowing arethe vejudgmerts of our type andeffect
system.They areinductively de ned by rulespresetedin
thefollowing tables.

Judgments J:
I

E goodervironmeth

E es goodeffectes

E T goodtypeT

E M:T goodmessagiM of type T

E P:es goodprocess with effectes
L

Rulesfor Environments:

(Evv ) (Ervx) (wherex
E T

E xT

domE )




Thesestandardulesde ne anervironmen x1:Ty Xn:Th Rulesfor Message®f Untrusted Type:
H H I 1

:jq b_e weII-fgrme:j;Jsr: if eachqf_ the r|1|afme9<é, ..., Xp are (Msg Pair Un) (Msg Unit Un)

istinct,andeachof thetypesT; is well-formed. E M: E N: E
Rulesfor Effects: E MN: E
I 1
(Effect ) (EffectEnd) (EffectCheck) (MsgInl Un) (MsgInr Un)

E E es E L:T E es E N: E M: E N:

E E es L E es N E M : E N :
L ]

(Msg Encrypt Un)

Theserulesde ne an effect e; e, to be well-formed E M: E N:
justif for eachatomiceffecte; L, messagé hastype E My:

T for sometypeT, andfor eachatomiceffecte; N,
messag®\ hastype

Rulesfor Types:
(TypeUn) (TypeChan) (TypePair) (Type Unit)
E E T ExT U E
E E T E xTU E
(Type Variant)  (TypeKey) (TypeNonce)
E T E U E T E es
E T U E T E es

Accordingto theserulesatypeis well-formedjustif every
effed occuring in thetypeis itself well-formed.

Next, we presentherulesfor deriving thejudgmentE
M : T thatassignsatype T to a messagéM. We split the
rulesinto threetables: rst, therule for varialdes; second,
rulesfor manipulating dataof trustedtype; andthird, rules
for assigninghe untrustedtypeto arbitrary messages.

Rule for Variables:
I
(MsgXx)
E xTE
E xXxTE x:T

Rulesfor Message®f Trusted Type:

I
(Msg Pair) (Msg Unit)

E M:T E N:Ux M E

E MN:xTU E

(Msgnl) (Msgnr)

E M:T E U E T E N:U

E M:T U E N:T U
(Msg Encrypt)

E M:T E N: T

E M N

Recallfrom Section4.1the principle thatany messagean
be assignedhe untrustedtype , provided its free vari-
ablesarealsountusted.Usingjusttherulesin the rst and
third tablesof messagéypingrules,we canprove:

Lemmal If fn M X1 Xn thenxq: Xn:

M :

A messagenaybeassignedothatrustedandanuntrusted
type. For exampe:

by (Msg Pair)
by (Msg Pair Un)

XY
XY XY:

Xy:z

Finally, we presentthe rulesfor assigningeffects to pro-
cesses.To statetherule for namegeneationwe introduce
the notion of a genegtive type A typeis geneative if it
is untrustedor if it is a key or channé type. A process
x:T ;Pisonlywell-typedif T is generéive. Thisrule
preventsthe freshgererationof namesof, for exanple, the
estype;it is crudal to our systemthatthe only way
of populatingthistypeis viaa process.

Generative Types:

A typeis geneativeif andonly if
it takestheform T, ,or T.

BasicRulesfor Processes:

I
(ProcBegin)
E L:T E P:es

(ProcEnd)
E L:T E P:es

E L;P:es L E L;P:es L

(ProcPar) (ProcRepeat)
E P:es E Q:fs E P:

E P Q:es fs E P:

(ProcStop) (ProcRes)(wherex fn es X )
E E xT P:es Tisgeneréve

E : E xT ;P:es X




(ProcSubsum)
E P:es E es

E P:es es

We discussednformal versiors of the rules (ProcBegin),
(ProcEnd),(ProcPar),and(ProcRes)previously. Therule
(ProcRepeatyequilestheeffect of thereplicatedproessP
to beempty Therule (ProcStop)saystheinactive process
hasemptyeffed. Theeffectof aprocesss anupperbound
on the behaiour of a procsss; the rule (Proc Subsun) al-
lows usto wealenthis upperbound by enlaging the effect.

The rule (Proc Case),in the following table, usesan
opegator de ned as follows. Let the multiset ordeing
es es meanthereis aneffectes suchthates es es.
Thenwewrite es es for theleasteffed es in thisordeing
suchthatbothes es andes es.

Rulesfor Processe#Manipulating Trusted Types:

I
(ProcOutput)
E x: T E M:T
E XM:

(Proclnput) (wherey fn es)
E x: T EyT P:es

E X y.T ;P:es

(ProcSplit) (wherex fn es andy fn es)
E M: xTU ExTyU P:es
E M  xTyU ;P:es

(ProcMatch)(wherey fn es)
E M: xTU E N:T EyUx N P:es

E M NyUXx N ;P:es

(ProcCase)Xwherex fnes andy fn fs)
E M:T U ExT P:es EyU Q:fs

E M xT P yU Q:es fs
(ProcDecrypt)(wherex fn es)

E M: E y: T EXT P:es

E M XT yP:es

(ProcCast)(wherex fn es)

E M: E x fs P:es

E M x fs;P:es fs
(ProcCheck)

E M: E N: fs E P:es

E M N;P: es fs M

We discussednformal versiors of the rules (Proc Input),
(Proc Outpu), (Proc Cast),and (Proc Check) previously.

Rule (Proc Split) is a standardrule to allow a pair M :
xT U to be split into two compmentsnamedx: T and
y:U, wherex may occur free in the type U. The condi-
tionsx fn es andy fn es preventthebound variabes
x andy from appeaing out of scopein the effectes In the
rule (ProcMatch),themessagé\ : T is meantto matchthe
rst commnentof the pair M : x:T U , andthe variable
y:U getsbourd to the secondcompment. Again, the con-
ditiony fn es preventsy from appeaing out of scopein
es Therule (ProcCase)is a standardule for checling in-
spectionof taggedunions. In therule (ProcDecrypt) the
ciphetext M is of untrustedtype, , thekey yis of type
T , andtheplaintext, boundto x, hastypeT. Thecon-
ditionx fn es preventsx from appearig out of scopein
theeffectes

Rulesfor ProcessedManipulating Untrusted Types:

I
(ProcOutputUn)

E M: E N:

E M N:

(ProcinputUn) (wherey fn es)

E M: Evy: P:es

E My ;P:es

(ProcSplitUn) (wherex fn es andy fnes)

E M: Ex vy P:es

E M x y. ;P:es
(ProcMatchUn) (wherey fn es)

E M: E N: Evy: P:es

E M Ny ;P:es
(ProcCaseUn) (wherex fn es andy fn fs)
E M: E x P:es Ev: Q: fs

E M X: P y: Q:es fs
(ProcDecryptUn) (wherex fn es)

E M: E N: E x P:es

E M X: N;P:es

(ProcCastUn) (wheex fn es)

E M: E x P:es

E M x ;P:es

(ProcCheckuUn)

E M: E N: E P:es

E M N;P:es

Theserulesaresimilarto thosein the previoustablein how
they compute effectsof processedyut differ in thatall mes-
sagesareof untrustedtype. Theserulesareneededo type-
checkoppments.



Our rulesfor processexonfam to the prindple, stated
in Sectiord.1,thatary oppmentcanbetypedif all its free
varisblesareassignedhetype

Lemma 2 (Opponent Typability) If O is an opponent,
that is, an untyped, assertion-fee process,and fn O
X1 Xn thenxy: Xn: O:

The following theorem proved in the full versionof this
paper, saysa processs safeif it canbe assignedhe empty
effed.

Theorem1 (Safey) IfE  P:

Combired,Lemma 2 (OpponentTypability) andTheaem1
(Safety establishour main result, that our type and effect
systemguarateesrobustsafety

Theorem 2 (Robust Safety) If xj:
thenP is robustly safe

thenP is safe

Xn: P:

4.4 Typing the Example

Our exampleFixedSstemnet from Section3.3 usesa
norce handhale over the pulic chanrl net to transfer
messagefrom the senderto the recevver. Herewe showv
how to prove the examge's correspadene assertiondy
chaosingsuitabletypesandaddirg a castprocess.

Any publicchanrel shouldbeaccessibl¢o theopponent,
sowe assignnetthe untrustedtype , andsincenonceis
senton thesechanrls, they too must have the untrusted
type.We x somearbitrary type Msgandassumesachmsg
is of this type. To type-checkthe correspondene between
begin- andendassertionsnadeby the sendeandrecever,
respectiely, we adda castprocessto the sendetto castthe
norceinto thetype msg. Therebre,theshared
key hastype msgMsg none: msg ; the
rst compmentof theciphetext is theactualmessageand
thesecondcomponentis anone proving it is safeto assert

an  msgevernt.
Therebre,we introducethetypes
Msgsomearbitray type
Network ”
MyNonce msg ° msg
MyKey P msgMsg nonceMyNonce msg

andwe type the senderas follows, wherewe display the
effeds of bracletedsubpr@esseso theright.

D

Typed®&ndernetNetwork key:MyKey :

net nonce
msgMsg ;
msg
nonce
nonce:MyNonce msg ;
net msgnonce gy

msg
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Next, wetypetherecever. Likethesenderit is effect-free,
thatis, it canbeassignedhe emptyeffect.

TypedReceivernetNetwork key:MyKey :

nonce
netnonce
net ctext.
ctext
msgMsg nonce:MyNonce msg ey
nonce norce;
msg msg

norce

Sincethesendemandreceverarebotheffectfree,thewhole
systemis alsoeffect{ree:

Typed§gstemnetNetwork :
key:MyKey ;
TypedSeder netkey TypedReeiver net key

By Theoem 2 (Rolust Safety), it follows that
Typed$stemnetNetwork is robustly safe. This provesthe
following authenticityproperty by typing.

Authenticity: The processTyped§stemnet is robustly
safe.

5 Further Protocol Examples

We have applied our methodto severd cryptogaphic
protacols from the literature. We veri ed someprotacols,
found aws in others,but alsofound at leastoneincom-
pletenesén our method Detailsarein anappendix,but we
cansummaise our experienceasfollows.

AbadiandGordon[3] praposeanoncebased/ariation
of the Wide Mouth Frog key-exchang protacol [8].
We can verify autheticity propertiesof Abadi and
Gordm's pratocol by typing. AbadiandGordon prove
anequaionally-spei ed authenticityproperty by con-
structinga bisimulation relationbasedn anelaborate
invariant; our proof of correspondece assertionsdy
typingtook consideably lesstime.

Woo and Lam [39] propose a none-basedauthenti-
cation protocd. Trying to type-deck the protacol
exposesknowvn aws in the protocd and suggestsa
known simpli cation [4, 5].

OtwayandReeq32] propseanothe none-basedkey
exchangepraocol. The norcesusedby the protacol
to prove freshnessare kept secret; hencethe prato-
col doesnot t theidiom thatcanbe checled by our
type system.Still, we cantype-checka moreef cient

versionof the pratocol suggestedby AbadiandNeed-
ham[4]. Thetyping suggstsafurthersimpli cation.



In eachcase,thereis a spi-calclus represetation of the
pratocol in which there are arbitraily mary participan
principalsandarbitrarily mary sessions.

6 Summary and Conclusion

To summarisewe reviewed the spi-calclus, a formal-
ismfor preciselydescribinghebehaiour of securityproto-
colsbasedn cryptagraphy We embediedWoo andLam's
corresponénceassertionsn spi asaway of specifyirg au-
thenticity properties. We devised a new type and effect
systemthat provesauthenticitypropeties, simply by type-
checling.

To condude, the exanplesin this papey togetter with
othes we have investigatedsuggesthatthisis a promising
technquefor checkirg pratocols,sinceit requreslittle hu-
maneffort to typea pratocol, andthetypesof protoml data
doaumenthow the pratocol works.

Acknowledgements

Thanks to Mart'n Abadi, Gavin Lowe, Dusko Pavlovic,
SimonPeytonJonesBenjaminPierce Corin Pitcher James
Riely, and Andre Scedre for discussiongboutthis work.
The anorymous refereesfor the IEEE Computer Secu-
rity Fourdatiors Workshopprovided invaluable feedkack.
C.A.R. Hoare suggestedereral improvenmentsto a draft.
Alan Jefrey wassuppoted in partby Microsdt Research
during someof thetime we workedon this pape.

A Protocol Examples

Abbreviations Usedin Examples

In theseexampes, we shallmalke useof thefollowing syn-
taxsugar

Depemlentrecod types X1:T1
justpairs.

Xn:Th , ratherthan

Taggel uniontypes 1 T1 ratherthan

justbinarychoiceT U.

n TI'I

We shaw in the full versionof this paperthat thesecon-
structscanbe derived from our baselanguage.

For reasos of length we will not provide full spiim-
plemenationsof eachof theseprotomls, andinsteadjust
provide the typings. In eachcaseit is fairly routine to re-
corstructthe spi code. The full speci cationsareprovided
in thefull versionof this paper
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A.1 Abadi and Gordon's Variant of Wide Mouth
Frog

The original paperon the spi-calculs [3] includes a
lengthy prod of autheticity and secreg propeties for a
variatin of the Wide Mouth Frog key distribution prato-
col [8] basedon norce handshalesinsteadof timestamps.
In this sectionwe shav how to type-checkthis protool.

To begin with we look at an unsafeversionof the pro-
tocol, to illustrate how attemptingto type-decka protacol
mayexpose aws. Thisbrokenpraocol consistof asender
(Alice), arecever (Bob) anda sener (Sam). Alice wishes
to contactBob, andasksSamto establisthercredetials:

Evert 1 Abeagins “AsendingB key Kag”
Messagd A S A

Messag® S A Ns

Messags88 A S A B Kag Ns kg
Messagel S B

Messagdb B S Ng

Messagé S B A Kag NB Kgg
Evert 2 Bends “AsendingB key Kag”

(For the sale of readalblity, we use“A sendingB key Kag”
asashorthad for themessageA B Kag .)

This protocd canbe compomisedby anintruder | im-
persomting Sam,if Alice actsboth asa senderanda re-
ceiver.

Eventa.l Abgiins “Asendiy B key Kag”
Messagea.l A | A

Messagd.4 | A

Messagd.5 A | Na

Messaga.2 | A Na

Messaga.3 A | A B Kag Na ks
Messagd.6 | A B Kag Na Kas
Eventb.2 Aends “Bsendig Akey Kag”

At this point, Alice believesthatshehasbeencontactedy
Bob,whenin factshehasbeencontactedy theintrude.

We caneasily expressthis praocol in the spi-calculus,
anduse M and M statementso specifythe de-
sired corresponénceproperty. Thenwe cantry to de ne
the typesapprriately For mostof the types,it is fairly
routine:

Network ”
Princ °
Skey ° Msg
WMFNoncealice bob skey °
“alice sendingbobkey sKey”
WMFKey princ P WMFMsg princ

The problem comeswhenwe try to give a de nition for
WMFMsg which is the type of the plaintext of messages



usedin theWMF protacol. In orde to type-theckMessage
3, werequie:

WMFMsgalice
bobiPrinc sKey:SKey nonceWMFNoncealice bob skey

andin order to typecheckMessagé, we requre:

WMFMsghbob
alice:Princ sKey:SKey nonceWMFNoncealice bob sKey

Unfortunately theserequrementsare incorsistent, since
therolesof alice andbob have beenswapped. This is the
roat of the attackon this broken WMF, which relieson the
factthatthe key for alice is beingusedin two inconpatible
ways,depadingonwhetheralice is actingasthe sendeor
therecever.

Thisis anexamge of atype- aw attack[22] andmaybe
solved by the standardsolution of addingtag information
to messagesThis is akin to the useof taggedunion types
in type-safdanguagslike ML or Haslell. In this casewe
have thetypefor Message of the protol:

WMFMsg, alice P
bobiPrinc sKey:SKey nonceWMFNoncealice bob skey

andthetypefor Messagé:

WMFMsg bob °
alice:Princ sKey:SKey nonceWMFNoncealice bob sKey

andwe cande ne WMFMsgprinc asthetaggel union of
thesetwo types:

WMFMsgprinc °

msg WMFMsg princ msg WMFMsg; princ

We canthencheckthat the safeversiors of the principals
areeffectfree. Applying theresultsof this pager, we get:

The Wide Mouth Frog protoal is effect-free, and
hene robustly safe.

We have showvn the Wide Mouth Frog pratocol to satisfy
this particula safetyproperty for an arbitray numter of
principals,sessionsandin the presece of an arbitrary at-
tacler.

The useof taggeduniors to representhe differentmes-
sagetypeswhich aresentin a pratocol is a comman tech-
nigue,andcorrespadsto the nal phraseof Principle10 of
Abad andNeedhan [4]:

If an encodng is usedto presentthe meaning
of a messagethenit shouldbe possibleto tell
which encodng is beingused. In the comnon
casewheretheencodng is protacol depeneént, it
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shouldbe possibleto deducehatthemessagbe-
longsto this protacol, andin factto a particular
run of theprotacol, andto know its numkerin the
protacol.

Many protacols usead hoc techniqes suchasincremaent-

ing timestampsor jugding the order of participat names
to encodemessageumters implicitly. Our type system
malkesthesead hoc solutionsformal, asan instanceof the

standardechnigie of usingtaggeduniontypes.

A.2 Wooand Lam's Authentication Protocol

Woo and Lam [39] propase a senerbasedsymmetric-
key autheatication protacol. Alice wishesto authenticate
herselfto Bob, anddoesso by responihg to a noncechal-
lengewith a messagevhich Bob canaskthetrustedsener
to decryp:

Evert 1 Abgyins “Aautheticatesto B”
Messagd A B: A

Message B A: Ng

Messag8 A B: msg NB  Kug

Messaget B S msg A mMmsg N8 Kas Kgs
Messagsb S B: msg NB  kgs

Evert 2 Bends “Aauthemticatesto B”

(In the original pratocol, the messagewvere untagyed, but
we have providedtagsfor thereasos discussedn the pre-
vious section.) Abadi and Needham[4] demastratethat
this protacol is not robustly safe,becase messagé does
notmentia A.

The possibility of this attackis madeclearwhenwe try
to type-cleckthe protoml. We have types:

WLKey princ °
WLMsgprinc °

WLMsgprinc

msg WLMsg princ
msg WLMsg, princ
msg WLMsg, princ

nonceWLNoncealice bob
alice:Princ ctext:
nonceWLNoncealice bob

WLMsg alice °
WLMsg, bob °
WLMsg, bob °
WLNoncealice bob °

WLLookupD princ:Princ  WLKey princ

At this point it beconesclearthatthe protoml is not well-
typed sincethetypesarenotwell-formed: WLMsg; alice
contairs anunboundoccurreceof bobandWLMsg bob
contairs anunboundoccurenceof alice. AbadiandNeed-
hamobseve thatMessagé shouldbe change to:

Message' S B: msg ANg g

“alice authenticateto bold’



and Andersam and Needham[5] obsere that Message3
shoud bechangdto:

Message8' A B: msg BNg kg
Finally, our type systemmakesclearthatthe encryption of
messagé is unrecessarysinceall the datais of type
andsocansafelybesentin plaintext, assuggestetly Abadi
andNeedhan{4]:

Messagel' B S: AB msg BNp Ky

Theresultingpratocol canbetype-clecked,usingtypes:

WLMsgprinc

msg WLMsg princ
WLMsg alice °

bohkPrinc non&WLNoncealice bob
WLMsg bob °

alice:Princ norce WLNoncealice bob

msg WLMsg princ

It is routineto rewrite this protacol in the syntaxof the spi-
calculs. We canthenapplytheresultsof this paperto get:

The Woo and Lam protccol is effectfree, andhene
robustly safe.

Thisexamge hasshavn thatin ourtypesystemijt isimpor
tantthatall messagesontainthenamesf theprincipalsin-
volved. Ourtype systemenfacesPrinciple3 of Abadiand
Needlam[4]:

If the identity of a principal is essentialto the
meaiing of a messageit is prudent to mention
theprindpal's nameexplicitly in themessage.

Thisreqgurementis enfacedthrowgh the usualrequiement
for variablesin a progam to be correctly scoped: viola-
tionsof Principle3 maybecaugh becaseavariableis used
whenit is notin scope.

A.3 Otway and ReessKey ExchangeProtocol

Otway andReed32] proposea sener-basedsymmetric-
key key exchangeprotoml. We cannotverify their pratocol
usingthe type systemof this pager, eventhoud (asfar as
we areaware)it is correct,sinceit relieson usingnorces
to standfor principal nameswhich arekeptsecretaswell
asfor freshress. Still, it may be possibleto adaptour type
systemto deal with this use of norces; we leave this for
future work.

Abadi andNeedhani4] propsea simpli cation of the
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protacol, which we verify here:

Messagde A B
Message B S

A B Na
A B Na Ng

Eventl Sbhegins “initiator A shareK g with B”
Event2 Sbegins “respaderB shareK g with A”
Messag8 S B msg, A B Kag Na  Kkug

msg A B Kag Ng Kas
Event3 Bends “respaderB shareKag with A”
Messagel B A msg, A B Kag Na  Kas
Event4 Aends “initiator A shareKag with B”

We canallocatetypesto this protacol:

ORKey princ
msg ORMsg princ

ORMsg bob °

alice:Princ bob:Princ sKey:Skey

nonceORNonce alice bob sKey
ORMsg alice °

alice :Princ bobiPrinc sKey:Skey

nonceORNonce alice bob skey

ORNoncg alice bob skey °
“responcarbobsharesKey with alice”
ORNoncg alice bob sKey °
“initiator alice sharesKey with boly’

ORLookp °
princ:Princ

msg, ORMsg princ

ORKey princ

We can then apgy the techniqees of this paper to shov

that this modi ed protacol is robustly safe. This typing

malesit clearthat Bob's nameis not requiledin Message
3 andAlice's naneis notrequred in Messaget, andthese
namescould be droppedwithout compomisingthe corre-

sponenceassertions.
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